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About the Document 
 
 
The Information Technology Act, 2000 provides for use of Digital Signatures on the documents 
submitted in electronic form in order to ensure the security and authenticity of the documents filed 
electronically.  
 
This document is intended for the use of Digital Signature Certificate for signing in applications that are 
a part of eOffice Product, namely, eFile and SPARROW. It is considered to serve as a guiding handbook 
for DSC Procurement, Installation, Enrollment, and Registration in eOffice Product suite. Several 
Troubleshooting techniques have been included for reference purpose. This being the first release, we 
would welcome your valuable suggestions which would help us to enhance the document. 
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Feedbacks and Suggestions may be sent to: 
 
Head (eOffice Project Division) 
National Informatics Centre (NIC) 
A Block, CGO Complex, Lodhi Road 
New Delhi- 110003 
Phone: 011-24365515 
Email: eoffice@nic.in 
Website: http://eoffice.gov.in 
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Abbreviations 
 

¶ CA - Certifying Authority 

¶ DSC - Digital signature certificates  

¶ RA - Registration Authority  

¶ SHA-2 -  Secure Hash Algorithm-2 

¶ JRE -  Java Runtime Environment 

¶ NICCA - NIC Certifying Authority 

 

http://en.wikipedia.org/wiki/Secure_Hash_Algorithm
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Introduction (Digital Signature Certificate) 
 

A digital signature is the electronic equivalent of a handwritten signature, verifying the authenticity of electronic 
documents. These Digital Signatures are stored in a certificate which stores the personal information of the 
owner which is then imported to a physical device (USB Token, floppy disk, CD etc.) 

A digital signature uses the system of Public Key encryption to verify that a document has not been altered. 

Public key encryption (PKE) uses a system of two keys: 

¶ A private key, which only you use (and should protect with a well-chosen, carefully, protected 
passphrase); and 

¶ A public key, which other people use. Public keys are often stored on public key servers 

A document that is encrypted with one of these keys can be decrypted only with the other key in the pair using 
the mechanism of cryptography, the fundamental objective of which is information security and to ensure the 
following: 

Á Confidentiality is used to keep the content of information secret from unauthorized persons. This is 
achieved through symmetric and asymmetric encryption. 
 

Á Data Integrity addresses the unauthorized alteration of data. This is addressed by hash functions. 
 

Á Authentication is related to identification. This function applies to both entries and information itself. 
This is achieved through digital signature certificates and digital signatures. 
 

Á Non-repudiation prevents someone from denying previous commitments or actions. This is achieved 
through digital signature certificates and digital signatures. 
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Quick Setup Guide for Digital Signature Certificates (DSC) 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

INSTALLATION 
 
1. Get your DSC from NIC Certifying Authority 

¶ Fill up and submit the duly signed DSC form to NICCA.  

¶ Get the DSC token (hardware). 
 

2. Install JRE 

¶ Go to https://www.java.com/en/download/ and download Java version 7 if 
not available already on your desktop/laptop. (Refer page 17 of the DSC 
Handbook for more details) 

 

Installation Configuration Signing 

1 

Get your DSC from 
NIC Certifying 
Authority 
(nicca.nic.in) 

2 Install Java (JRE) 

3 
Configure Java 
Security Settings 

4 
Install 
Middleware 
(Token drivers) 

Enroll your DSC 
with NICCA 

5 

6 

Download your 
generated digital 
certificate from 
NICCA website 

7 

Initialize DSC 

Login to the 
eFile/SPARROW 
Application and 
register your 
DSC with your 
account 

8 

9 
Digitally Sign 
your eFile/eAPR 
using the 
registered DSC 

https://www.java.com/en/download/
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3. Configure Java Security Settings 

¶ Open Java from control panel 

¶ Go to Security tab and set the security level to Medium/Low. 
 
4. Install Middleware (Token Drivers) 

¶ Go to https://nicca.nic.in and download the DSC token drivers by going to 
Support -> Download the Driver link 

¶ Install the DSC token driver.  
(Refer to page 21 of the DSC Handbook for detailed steps and instructions) 

 

 

CONFIGURATION 
 
5. Initialize DSC 

¶ Go to All Programs and open the DSC token utility 

¶ Insert your Smart card in the Card Reader or USB Token in USB port of your 
system. 

¶ Run the Token Management Utility 

¶ Click on Token and then click Initialize Token.  
(Refer page 58 of the DSC Handbook for detailed steps and Instructions.) 
 

6. Enroll your DSC with NICCA 
¶ Open the Browser and go to https://nicca.nic.in. 

¶ Click Member Login and login with User-id / Password issued by NIC 
Certifying Authority 

¶ Insert your Smart card in the Card Reader or USB Token in USB port of your 
system. 

¶ Click Enroll and follow the instructions.  
(Refer page 58 of the DSC Handbook for more details) 
 

7. Download your generated digital certificate from NICCA website 
 

¶ Open the Browser and go to https://nicca.nic.in 

¶ Click Member Login and login with User-id / Password issued by NIC 
Certifying Authority 

¶ Click on View Status - This will show the status of your DSC request. If the 
certificate has been generated a link will be provided on the DSC request 
number. 

¶ Click on DSC Request Number 

¶ Enter Authentication PIN (Ten Digit Alphabetic code - all CAPITAL LETTERS) 
and click on Download. Your certificate will be downloaded on the smart 
card/USB Token 

 

https://nicca.nic.in/
https://nicca.nic.in/
https://nicca.nic.in/
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SIGNING 
 
8. Login to the eFile/SPARROW Application and register your DSC with your account 
 

¶ Login into eFile/SPARROW and go to DSC registration module. 

¶ Register your DSC with your eFile/SPARROW account.  
(Refer page 11 of the DSC handbook for more details) 
 

9. Digitally Sign your eFile/ePAR using the registered DSC 
 

¶ Digitally sign your eFile/ePAR using the registered DSC.  
(Refer page 11 of the DSC handbook for more details) 
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DSC Implementation in eOffice (eFile and SPARROW) 
 

1.  Working with the DSC in eFile (How to use) 
 
The user needs to perform the below mentioned steps for using DSC in eFile. Steps 1 to 3 are 
mandatory, whereas steps 4 and 5 are optional. 
  
Step 1 - Registration 
Step 2 - Authentication 
Step 3 - Signing 
Step 4 - Validation 
Step 5 - Verification 

 

 
  

 
Diagrammatic Representation of DSC Implementation in eFile 

 

Step 1 - Registration 
 

¶ The first step is to get your DSC registered with the eFile application. 

¶ Main purpose of DSC is for authentication and signing in eFile. 

¶ To ensure that a valid certificate is getting registered in eFile, chain validations 
and CRL (Certificate Revocation List) validations are performed at the 
application-level 
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Step 2 - Authentication 

 

¶ We have two levels of authentication in eFile. The first level of authentication is 
with user name and password which helps user to enter into application. 

¶ Second level of authentication is done using the DSC, where the user must be 
having DSC registered and activated, then only he/she can enter into the 
application to use it. 

¶ Only valid certificate can proceed (i.e If user has DSC in active state which is not 
revoked) 
 

Step 3 - Signing 
 

¶ Signing process is the most important aspect of DSC which helps the user to sign 
noting electronically. It provides integrity to the content of noting and signature 
of authority. 

 
Step 4 - Validation 

 

¶ Validation supports user to provide integrity to the content of the Notings of any 
eFile document. Valid Signature is represented in the Figure 1: 
 

 
                                                       Figure 1 
 

¶ In case any third person is editing the content of Noting, by default the end 
receiver will get a message that the Signature is not valid and content of Noting 
has been modified. With this the Validity of the Noting becomes invalid, as 
shown in Figure 2. 
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Figure 2 

 
Step 5 - Verification 

 

¶ User can verify the signature by uploading certificate of signer, as a result  the 
Figure 3 is displayed: 
 

 
Figure 3 

 

¶ In case User uploads invalid certificate(Browse), the Figure 4 is displayed: 
 

      
Figure 4 



 

14 

 
 

 
2. Working with the DSC in SPARROW  

  
The user needs to perform the below mentioned steps for using DSC in SPARROW. 
 
Step 1 - Registration 
Step 2 - Signing 
Step 3 - Validation 

 
 
 

Diagrammatic Representation of DSC Implementation in eFile 

 
A brief overview of each process is described as follows:  

Step 1- Registration  
 

¶ The first step is to get your DSC registered with the SPARROW application, as 
shown in Figure 5: 
 

 
        Figure 5 
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¶ DSC is mainly used in SPARROW for signing. 

¶ To ensure that a valid certificate is getting registered in SPARROW, chain 
validations and CRL (Certificate Revocation List) validations are performed at the 
application-level. 

 

Step 2 - Signing 

 

¶ Signing process is an important aspect of DSC which helps user to sign the APR 
electronically, as shown in Figure 6. 
 

 
    Figure 6 

 

¶ An APR form is signed along with the private key pertaining to the userΩǎ 
certificate, providing integrity to the content of APR and signature of authority. 

Step 3 - Validation 
 

¶ Validation supports user to provide integrity to the content in SPARROW. A valid 
Signature is represented in the Figure 7: 
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Figure 7 

 
 
DSC Deactivation in eOffice 

 

There are two methods for DSC deactivation: 
 

By User (Self): User has privilege to deactivate his DSC from the eFile/Sparrow application 
through Deactivate Link. 

 
By Admin: Admin (Respective Organization) processes the Request of deactivating the User 
DSC.   
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Pre-Requisites for DSC Installation  
 

 
Following are the pre-requisites for DSC Installation which are required for smooth implementation 
and use of DSCs: 
 

1. JAVA Installation 
2. JAVA Security Settings 
3. Middleware (USB Token Driver) Installation 

 
Before fulfilling the Pre-requisite for DSCs installation, it is required that the Digital Signature certificate 
is downloaded onto the USB Token. The detailed steps regarding the enrollment of the DSC and 
downloading of Certificates are explained in Annexure 1. 
 
 

1. JAVA Download/Installation: 
 
DSC Installation procedures for different Operating Systems are described in Table 1 below.  
 

OPERATING SYSTEM 

Windows Linux UBUNTU & RHEL MAC 

Step 1: Download the latest 
JRE version available from the 
official site www.java.com by 
ŎƭƛŎƪƛƴƎ ǘƘŜ άFree Java 
Downloadέ ƭƛƴƪΦ 
 
Note: The version of JRE to be 
installed should be as per the 
browser version and not as per 
the version of your operating 
system, i.e. for a 32-Bit IE and 
64-Bit Operating system, the 
JRE version to be downloaded 
should be 32-Bit. 
 
Best Practice: Open the 
browser, which you would be 
using for accessing the 
application and download JRE 
using Step 1, as it 
automatically downloads the 
compatible version. 

Generally, there is no graphical 
interface available to install JRE for 
Linux flavors; command-line tool 
like TERMINAL is required to 
perform the installation. 
 
Step 1: Check your Operating 
system version. 
$ file /sbin/init 
 
Step 2: Check for existing Java 
version. 
$ java ςversion 
 
Step 3: If Open JDK found, remove 
it using- 
$ sudo apt ςget purge openjdk-\ *  
 
Step 4: Make Installation directory 
for JRE Installation- 
$ sudo mkdir ςp /usr/local/java 
 

Step 1: Download the latest JRE 
version available from the 
official site www.java.com by 
ŎƭƛŎƪƛƴƎ ǘƘŜ άFree Java 
Downloadέ ƭƛƴƪΦ 
 
Best Practice: Open the 
browser, which you would be 
using for accessing the 
application and download JRE 
using Step 1, as it automatically 
downloads the compatible 
version. 
 
Step 2:  To verify, the installed 
JRE-version, open the web-
ōǊƻǿǎŜǊ ǳǎŜ ǘƘŜ ƭƛƴƪ άDo I have 
WŀǾŀέ  from the official site 
www.java.com and the link 
would run the test applet to 
confirm with the JRE 
Installation process. 

http://www.java.com/
http://www.java.com/en/download/chrome.jsp?locale=en
http://www.java.com/en/download/chrome.jsp?locale=en
http://www.java.com/
http://www.java.com/en/download/chrome.jsp?locale=en
http://www.java.com/en/download/chrome.jsp?locale=en
http://www.java.com/en/download/installed.jsp
http://www.java.com/en/download/installed.jsp
http://www.java.com/
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Step 2:  To verify, the installed 
JRE-version, open the web-
browser ǳǎŜ ǘƘŜ ƭƛƴƪ άDo I 
ƘŀǾŜ WŀǾŀέ  from the official 
site www.java.com and the 
link would run the test applet 
to confirm with the JRE 
Installation process. 

Step 5: Downloading the Java 
Binary from the Official link 
άOracle.comέ ŀǎ ǇŜǊ ǘƘŜ ƻǇŜǊŀǘƛƴƎ 
system version. 
 
Step 6: Copy the downloaded java 
ōƛƴŀǊƛŜǎ ǘƻ ǘƘŜ άκǳǎǊκƭƻŎŀƭκƧŀǾŀέ 
directory. 
 
Step 7: Change permissions for the 
downloaded binaries using- 
$ sudo chmod a+x jre-7u45-linux-
i586.tar.gz 
Note: We are taking JRE version 7 
update 45 for 32-Bit version as an 
example, only the file name would 
change for different versions of 
binaries downloaded. 
 
Step 8: Unpack the compressed 
libraries to the directory 
/usr/local/java 
$ cd /usr/local/java 
$ sudo tar xvzf jre-7u45-linux-
i586.tar.gz 
 
Step 9: Editing the system PATH 
file /etc/profile and adding 
required system variables to your 
system path. 
$ sudo gedit /etc/profile 
Type the following system 
variables(may use any other text-
editor other than gedit as per the 
availability) 
JAVA_HOME=/usr/local/java/jre1.7
.0_45 
PATH=$PATH:$HOME/bin:$JAVA_H
OME/bin 
export JAVA_HOME 
export PATH 
save the /etc/profile file and exit. 
 
Step 10: Inform the Linux system 
about where your JRE is located. 
$ sudo update-alternatives --install 
"/usr/bin/java" "java" 

http://www.java.com/en/download/installed.jsp
http://www.java.com/en/download/installed.jsp
http://www.java.com/
http://www.oracle.com/technetwork/java/javase/downloads/jre7-downloads-18802261.html
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"/usr/local/java/jre1.7.0_45/bin/ja
va" 1 
$ sudo update-alternatives --install 
"/usr/bin/javaws" "javaws" 
"/usr/local/java/jre1.7.0_45/bin/ja
vaws" 1 
$ sudo update-alternatives --set 
java 
/usr/local/java/jre1.7.0_45/bin/jav
a 
$ sudo update-alternatives --set 
javaws 
/usr/local/java/jre1.7.0_45/bin/jav
aws 
 
Step 11: Reload your system wide 
path /etc/profile. Type below 
commands- 
$ /etc/profile 
 
Step 12: Verify JRE Version 
installed on System using- 
$ java ςversion 
 
Step 13: To enable Java in your 
Web-browser(Mozilla) 
$ cd /usr/lib/mozilla/plugins 
If the directory not created, create 
using- 
$ sudo mkdir 
/usr/lib/mozilla/plugins 
 
 
To create the symbolic link- 
$ sudo ln -s 
usr/local/java/jre1.7.0_45 
/lib/i386/libnpjp2.so 
 
Now, we can verify JRE Installation 
from browser using ǘƘŜ ƭƛƴƪ άDo I 
ƘŀǾŜ WŀǾŀέ  from the official site 
www.java.com and the link would 
run the test applet to confirm with 
the JRE Installation process. 

Table 1 
 
 

http://www.java.com/en/download/installed.jsp
http://www.java.com/en/download/installed.jsp
http://www.java.com/
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2. JAVA Security Settings: 
 

The Java security setting is required to be kept to Medium/Low. Follow the instructions to 
configure the same: 

 
1. Open the JAVA Control Panel Window. 

 

 
      Figure 8 

 
2. Under Security Tab, set Security Level to Medium, click Apply & OK. 
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3. Middleware (USB Token Driver) Installation 
 

                 DSC  
                 Token   
                 Vendor         
 
 
Operating  
System 
 

Moserbaer Gemalto 

Windows 7/8 
 
 

Step 1: Go to https://nicca.nic.in 
 
Step 2: Go to SupportĄDownload 
Drivers link 
 
Step 3: Click on the required driver link 
from the list and download zip file and 
extract. 
 
For Windows 7, 
Moserbaer Crypto Token Windows 
Driver Download [zip format] 
 
For Window 8, 
Moserbaer Crypto Token Windows 8 
Driver Download [zip format]  
 
Step 4: The .exe version to be run 
depends on the version of Operating 
system being used whether 32-Bit or 64-
Bit. 
 

Step 1: Go to https://nicca.nic.in 
 
Step 2: Go to 
SupportĄDownload Drivers 
 
Step 3: Click on Gemalto Token 
Driver Download [zip format] 
link and download zip file and 
extract. 
 
Step 4: Install the driver by 
double clicking on .exe file. 

MAC OS X 
 

Step 1: Install the required driver 
ά{ŀŦŜǎƛƎƴψLŘŜƴǘƛǘȅψ/ƭƛŜƴǘψ{ǘŀƴŘŀǊŘ 
ΦǇƪƎέ ŦƛƭŜ ǊŜŎŜƛǾŜŘ ŦǊƻƳ ǘƘŜ Ŏƻncerned 
vendor. 
 
Step 2: Need to update the file 
άƛƴŦƻΦǇƭƛǎǘέ ǇǊƻǾƛŘŜŘ ŜȄǇƭƛŎƛǘƭȅ ōȅ ǘƘŜ 
vendor. 
-- Rename the existing file 
$ sudo mv 
/usr/libexec/SmartCardServices/drivers/i
fd-ccid.bundle/Contents/Info.plist 

Step 1: Go to https://nicca.nic.in 
 
Step 2: Go to 
SupportĄDownload Drivers 
 
Step 3: Click on Gemalto Token 
Driver Download [zip format] 
link and download the file and 
run it. 
 
Step 4: Importing PKCS#11 library 
in Mozilla Firefox browser. 

https://nicca.nic.in/
https://nicca.nic.in/
https://nicca.nic.in/
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/usr/libexec/SmartCardServices/drivers/i
fd-ccid.bundle/Contents/Info.plist.old   
-- Copy the new file provided to the 
specified location. Run the command 
from the directory where the new 
Info.plist file is saved. 
 
$ sudo cp Info.plist 
/usr/libexec/SmartCardServices/drivers/i
fd-ccid.bundle/Contents/Info.plist 
 
Step 3: Importing the PKCS#11 library to 
Mozilla Firefox browser- 
-- Open Mozilla,  
-- Go to Edit->preferences->Advanced-
>Encryption->Security Devices 
-- Load the library from File System 
άκǳǎǊκƭƻŎŀƭκƭƛōκƭƛōŀŜǘǇƪǎǎΦŘȅƭƛōέΦ 
 
Note: 1. Users can work on either of the 
browsers SAFARI or FIREFOX. 
2. You can find the shortcut for the 
installed application under the 
ά[!¦b/It!5έ ƳŜƴǳ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦ 
 

-- Open Mozilla,  
-- Go to Edit->preferences-
>Advanced->Encryption-
>Security Devices 
-- Load the library from File 
System 
άκǳǎǊκƭƛōκƭƛōƎǘƻǇммŘƻǘƴŜǘΦŘȅƭƛōέ 
 
Note: 1. Users can work on either 
of the browsers SAFARI or 
FIREFOX. 
2. You can find the shortcut for 
the installed application under 
ǘƘŜ ά[!¦b/It!5έ ƳŜƴǳ ƻŦ ǘƘŜ 
system. 
 
 
 

Linux UBUNTU & 
RHEL 

Step 1: Go to https://nicca.nic.in 
 
Step 2: Go to SupportĄDownload 
Drivers 
 
Step 3: Click on Moserbaer Starsign CUT 
Token Driver download[.zip format] link 
and download zip file and extract to run 
it. 
 
Step 4: Importing the PKCS#11 library to 
Mozilla Firefox browser- 
-- Open Mozilla,  
-- Go to Edit->preferences->Advanced-
>Encryption->Security Devices 
-- Load the library from File System 
άκǳǎǊκƭƛōκƭƛōŀŜǘǇƪǎǎΦǎƻΦнΦоΦмέΦ 
 
Note: In cases where the required 
PKCS#11 file is not found, create a 
symbolic link using  
$ ln -

Step 1: Go to https://nicca.nic.in 
 
Step 2: Go to 
SupportĄDownload Drivers 
 
Step 3: Click on Gemalto Token 
driver download for Linux link, 
provide the download credentials 
and download the zip file to 
extract and run it. 
 
Step 4: Importing the PKCS#11 
library to Mozilla Firefox 
browser- 
-- Open Mozilla,  
-- Go to Edit->preferences-
>Advanced->Encryption-
>Security Devices 
-- Load the library from File 
System 
άκǳǎǊκƭƛōκƭƛōƎǘƻǇммŘƻǘƴŜǘΦŘȅƭƛōέ 
 

https://nicca.nic.in/
https://nicca.nic.in/
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s /usr/lib/libaetpkss.so.3.0.2299 /usr/lib/
libaetpkss.so.2.3.1 
where libaetpkss.so.3.0.2299 may be the 
existing PKCS#11 file present. 
 

 
 
5ƻΩǎ ŀƴŘ 5ƻƴΩǘǎ to be followed while using DSC 
 

 
5ƻΩǎΥ 

1. The token containing certificate should be preserved in safe custody by the owner of the 

certificate. 

2. If the token is lost, inform the concerned CA and request for revocation of the certificate 

immediately. 

3. Always ensure to protect your private key with a good password 

 
5ƻƴΩǘǎΥ 
 

1. Your private key should be protected by a password and should never be sent across any 

network. 

2. Never delete token objects as once deleted objects will never be regained 
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DSC Troubleshooting 
 
Basic Troubleshooting: These contain the day-to-day common troubleshooting practices followed for 

DSCs. 

 

Problem 2 
 
DSC is not digitally signing the documents (noting or draft) in eFile. 
 
Solution 
 
Update the Java software with the latest version from www.java.com. 
 

 
 
 

Problem 1 
 
Required DSC not found. Error cod 
e: DSCA02 
 
Screen-shot 
  

 
 
Solution 
 
a. Check whether DSC has been plugged in properly or not. If not, remove it and plug it again in the 
same USB port or other, if issue remains then go to next steps. 
b. Open certmgr.msc from run command then clean the certificates present there and plug out and 
plug in the DSC again. After that also, if same problem persists, follow the below mentioned steps. 
c. Deactivate the DSC from user account. Allow the user to register it again from their account. 
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Problem 3 
 
After clicking on File Management System, application is not prompting for PIN? 
 
Screen-shot 
 

 
 
Solution 
 
Check whether updated version of Java has been installed on the system or not. 
 
a. Go to ToolsĄInternet optionsĄClick on securityĄCustom Level.  
b. Check whethŜǊ ŀƭƭ ά!ŎǘƛǾŜ·   /ƻƴǘǊƻƭǎ ŀƴŘ tƭǳƎ Lƴǎέ ƘŀǾŜ ōŜŜƴ ŜƴŀōƭŜŘ ƻǊ ƴƻǘΦ  
ŎΦ /ƘŜŎƪ ǿƘŜǘƘŜǊ ŀƭƭ ά{ŎǊƛǇǘƛƴƎέ Ƙŀǎ ōŜŜƴ ŜƴŀōƭŜŘ ƻǊ ƴƻǘΦ 
d. Go to ToolsĄManage Add-onsĄCheck whether Java has been enabled or not. 
 
Also, if problem continues try to reset the IE settings to its default and follow the above mentioned 
steps. 
 
Note:  
 

1. LŦ ǘƘŜ ǳǎŜǊΩǎ t/ ƛǎ он ōƛǘ ŀƴŘ Ww9 ƛǎ ŀƭǎƻ он ōƛǘΣ ǳǎŜ он ōƛǘ L9Φ 
2. LŦ ǘƘŜ ǳǎŜǊΩǎ t/ ƛǎ сп ōƛǘ ŀƴŘ Ww9 ƛǎ сп ōƛǘΣ L9 сп ōƛǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘΦ 
3. LŦ ǳǎŜǊΩǎ t/ ƛǎ сп ōƛǘ ŀƴŘ Ww9 ƛǎ он ōƛǘΣ L9 он ōƛǘ ǎƘƻuld be used. 
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Problem 4 
 
Insert Smart card token message is coming even though the DSC has been plugged in. 
 
Screenshot 
 

 
 
Solution 
 
a. Open certmgr.msc from run command. 
b. Go to PersonalĄCertificate. 
c. Clean the certificates present there and plug out and plug in the DSC again. 
 

 
 

Problem 5 
 
Certificate Registration Failed. Certificate has been already registered by any other user. 
 
Screen-shot 
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Solution 
  
a. Deactivate the DSC from other user account. 
b. Register DSC again with the actual user account. 
Or 
a. Remove the digital signing certificate from the user account (by eFile Administrator). 
b. Register DSC again with the actual user account. 
 

 
 

Problem 6 
 
Open Card Failure. 
 
Screen-shot 
 

 
 
Solution 
 
a. Replace the faulty token with the new one. 
b. Initialize and enroll the DSC token again and download the certificate. 
 
Note: If the form filled is older than 3 months then user has to fill up the new form. 
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Problem 7 
 
Certificate inserted is not valid for registration. Signature verification failed. Contact issuer or 
administrator. Error code: DSCR07. 
 
Screen-shot 
 

 
 
 
Solution 
 
Revoke the certificate and enroll it once again. 
 
Note: If the form filled is older than 3 months then user has to fill up the new form. 
 

 
 

Problem 8 
 
Requested DSC not found. 
 
Solution 
 
a. Check whether DSC has been plugged-in properly or not. Open the DSC driver and check    whether 
certificate is present or not. 
b. If not, remove the DSC from the system and insert it again. 
c. Try login into the FMS. If the same problem persists, go to step (d). 
d. Open certmgr.msc from run command then clean the certificates present there and plug   out and 
plug in the DSC again 
e. Login again. 
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Problem 9 
 
Authentication Failed. Requested DSC not found. 
 
Solution 
  
Check whether PIN entered is correct or not. As per user, if PIN entered is correct and still the same 
error comes, follow the below mentioned steps:- 
 
For Gemalto: 
a. Click on SC-SED. 
b. Go to SettingsĄUnblock PIN 
ŎΦ 9ƴǘŜǊ ǘƘŜ ƻƭŘ tLb ƛΦŜΦ άллллέ by default. 
d. Enter the new PIN as desired. 
e. Confirm the new PIN. 
 
For Moserbaer: 
 
a. Click on Token management. 
b. Click on Unblock PIN. 
ŎΦ 9ƴǘŜǊ ǘƘŜ t¦Y ŀǎ ǎŜǘ ŘǳǊƛƴƎ ǘƘŜ ǘƛƳŜ ƻŦ ǘƻƪŜƴ ƛƴƛǘƛŀƭƛȊŀǘƛƻƴ όάмнопέ ōȅ ŘŜŦŀǳƭǘύΦ 
d. Enter and confirm new PIN. 
e. Click on OK. 
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Problem 10 
 
Certificate Authentication Failed.  Error code:-DSCA04. 
 
Screen-shot  

 
 
Solution 
  
Check whether PIN entered is correct or not. As per user, if PIN entered is correct and still the same 
error comes, follow the below mentioned steps:- 
 
For Gemalto: 
 
a. Click on SC-SED. 
b. Go to SettingsĄUnblock PIN 
ŎΦ 9ƴǘŜǊ ǘƘŜ ƻƭŘ tLb ƛΦŜΦ άллллέ ōȅ ŘŜŦŀǳƭǘΦ 
d. Enter the new PIN as desired. 
e. Confirm the new PIN. 
 
For MoserBaer: 
 
a. Click on Token management. 
b. Click on Unblock PIN. 
ŎΦ 9ƴǘŜǊ ǘƘŜ t¦Y ŀǎ ǎŜǘ ŘǳǊƛƴƎ ǘƘŜ ǘƛƳŜ ƻŦ ǘƻƪŜƴ ƛƴƛǘƛŀƭƛȊŀǘƛƻƴ όάмнопέ ōȅ ŘŜŦŀǳƭǘύΦ 
d. Enter and confirm new PIN. 
e. Click on OK. 
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Problem 11 
 
Certificate is not appearing in ToolsĄInternet optionsĄContentĄCertificateĄPersonal tab of 
Internet Explorer. 
 
Solution 
 
Please check if Token drivers are installed on the machine from where the certificate was downloaded 
successfully. 
 
If Yes then uninstall the token drivers from "Control PanelĄAdd or Remove Programs" and install the 
token driver again then try downloading the certificate once again.  
 
Note: This time the field to provide Authentication Code does not appear.  
 
Download the certificate and once after the successfully download, check in "Tools>Internet 
Options>Content>Certificates>Personal" tab of IE browser". 
 

 
 

Problem 12 
 
Signing failed due to client certificate initialization error. Error Code: DSCS03. 
 
Screen-shot 
 

 
Solution 
 
a. Please check if Token drivers are installed on the machine properly and working and certificate is 

visible in the driver, if not reinstall the token driver, if problem persists go to next step. 
b. Deactivate the DSC certificate and Register again. 
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Problem 13 
 
Error while sending the file.  Signing failed due to client certificate initialization error. 
 
Screen-shot 
 

 
 
Solution 
  
a. Open certmgr.msc from run command then clean the certificates present there and   plug out and 

plug in the DSC again, if issue remains then go to next steps. 
b. Deactivate the DSC certificate from eFile Admin account. 
c. Register the DSC certificate again from the user's account using "Signing Certificate" option. 
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Problem 14 
 
άbƻ /ŜǊǘƛŦƛŎŀǘŜ CƻǳƴŘέ ŜǊǊƻǊ ǿƘƛƭŜ ǊŜƎƛǎǘŜǊƛƴƎ ǘƘŜ 5{/ ǿƛǘƘ ǘƘŜ ǳǎŜǊ ŀŎŎƻǳƴǘΦ 
 
Screen-shot 
 

 
 
Solution 
 
a. Remove the DSC from the USB port. 
ōΦ LƴǎŜǊǘ ǘƘŜ 5{/ ŀƎŀƛƴ ŀƴŘ ŎƭƛŎƪ ƻƴ άwŜŦǊŜǎƘέΦ 
c. Go to DSCĄDSC RegistrationĄSigning Certificate 
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Problem 15 
 
The certificate is no more valid. The certificate is either expired or revoked. Error Code: DSCA03 
 
Screen-shot 
 

 
 
Solution 
 
ŀΦ /ƘŜŎƪ ǘƘŜ ǎȅǎǘŜƳ ǘƛƳŜ ƻŦ ǘƘŜ ǳǎŜǊΩǎ t/Φ 
b. Set the current date and time. 
c. Try login again. 
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Problem 16 
 
Security Prompts: Running applications by unknown publishers 
 
Screen-shot 

 
 
Solution 
 
a. Go to Control PanelĄProgramsĄJavaĄGeneral tabĄSettings and click on delete files there check 

all the options provided there click on Ok. 
b. Restart the system, if problem stills remains uninstall java from control panel and Install the java 

from link provided at nicca.nic.in. 
c. Go to Control panelĄProgramsĄJavaĄSecurity 
d. Set the security level to medium. 
e. Try login again. 
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Problem 17 
 
Application Blocked by Security Settings. 
 
Screen-shot 
 

 

 
 
Solution 
  
a. Go to Control PanelĄProgramsĄJavaĄunder General tabĄSettings and click on delete files there 
check all the options provided there click on Ok. 
b. Restart the system, if problem stills remains uninstall java from control panel and Install the java 
from link provided at nicca.nic.in. 
c. Go to Control panelĄProgramsĄJavaĄSecurity 
d. Set the security level to medium. 
e. Try login again. 
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Advanced Troubleshooting 

 

This section includes advance troubleshooting practices being followed to ensure the issues related to 

the DSCs are resolved. This incorporates advanced troubleshooting techniques which at time might 

require good computer skills & awareness. It is advised to switch to the advanced troubleshooting, if 

no solution is achieved under Basic Troubleshooting techniques. 

 
1. Java Runtime Environment (JRE) 
 
Sometimes due to incompatible JRE (Java Runtime Environment) version, the applets may not 
run at the client system. If the client system uses a 64-Bit Edition of IE, then a 64 bit JRE is 
required and for 32-Bit edition, 32 bit JRE is required. 
 
To check which version oŦ Ww9 ƛǎ ƛƴǎǘŀƭƭŜŘΣ Ǝƻ ǘƻ ά/Υ\tǊƻƎǊŀƳ CƛƭŜǎέ ƻǊ ά/Υ\tǊƻƎǊŀƳ CƛƭŜǎ όȄусύέ 
ŦƻƭŘŜǊ ŀƴŘ ŦƛƴŘ ǘƘŜ άWŀǾŀέ ŦƻƭŘŜǊΦ 
 
LŦ ǘƘŜ άWŀǾŀέ ŦƻƭŘŜǊ ŜȄƛǎǘǎ ƛƴ ά/Υ\tǊƻƎǊŀƳ CƛƭŜǎέ ƛǘ ǎƘƻǳƭŘ ōŜ ŀ сп-Bit JRE by default unless the 
path is changed at installation time.  
 
If it exiǎǘǎ ƛƴ ά/Υ\tǊƻƎǊŀƳ CƛƭŜǎ όȄусύέ ǘƘŜƴ ƛǘ ƛǎ ŀ он-bit JRE. 
 
Otherwise at the command prompt use the following command this will give the JRE type 
information as shown in below (Refer Fig). In case of 64-Bit, the information regarding 64-bit 
will be shown in the message: 
 

 
     Figure 9 
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Note: 
(i) This requires jre\bin folder to be on the system path. 
(ii) There should not be two JREs installed in the system which leads to conflicts for the IE 
browser. 

 
2. Certificate 
 
Insert the DSC token and open the Internet Explorer (IE) and use the following options from the 
top menu bar: 

Tools >> Internet Options >> Content (Tab) >> Certificates  button. 
 

This will open the dialog box listing the certificate. The certificate issued through the DSC token 
must appear in the list. If it does not, please contact the issuer or the administrator.  

 
Note: If the DSC token takes some time, user may restart the Internet Explorer (IE).  
 

 
     Figure 10 
 

 

3. DSC Installation 
 

  3.1 Clearing Java Cache 
 

Sometimes due to incompatible JRE (Java Runtime Environment) version, the applets may not 
run at the client system. If the client system uses a 64-Bit Edition of IE, then a 64 bit JRE is 
required and for 32-Bit edition, 32 bit JRE is required. 
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  The steps to clear the java cache are as under: 
 

Click on Start Menu >> Control Panel >> Java.   This will open the following Java Control   Panel 
dialog box as shown in Figure 11. 

 Click on Settings  button as highlighted in Figure 11. 
 

 
     Figure 11 

 

  As a result, Temporary Files Settings window will be opened as shown in Figure 12. 
   

                  
      Figure 12 

    

 
 

Click on Delete Files   button. As a result following window appears as shown in 
Figure 13 and restart your browser to start working: 
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 Figure 13 

 
 

3.2 Token Specific Issues  
 
i) Moser Baer Tokens  Related Issues  
 

Steps to be followed 
 
1. Install the Safe sign-standard (Token Management) into System. 
2. Insert the DSC token into system. 
3. Open Token Administration/Management. 
4. Click on Token >> Show Token Info. 
  
In Token Information look for Registry card type and CSP; check if Value is different from what 
shown in below Figure 14. 
 
Uninstall the software that is shown in CSP and Registry card type (If CSP and Registry card type 
value is different) as highlighted in Figure 14. 
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      Figure 14 

 
Reinsert the DSC token into System, look for Token Info; it will show correct CSP and Registry 
card type value. 
DSC token should now work on system. 
 

 

Token Management / Internet Browser not showing certificate in Windows-7 
 

1. Open Control Panel\All Control Panel Items\Programs and Features. 
2. Look for any other Driver/Software that uses the digital signature certification e.g. 

ActivIdentity/ActivClient. 
3. Uninstall the safe sign standard. 
4. Uninstall the software identified that can affect the safe sign standard functionality. 
5. Check and Delete the registry entry from system, if found manually. Below is the path of the 

registry: 
 

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\A.E.T. Europe B.V. 
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\ActivCard 
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\ActivIdentity 
Computer\HKEY_CURRENT_USER\SOFTWARE\A.E.T. Europe B.V. 
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\Calais\SmartCards\  

 
6. Restart the Windows; Reinstall the safe sign standard admin software. 
7. Go to Token Management >> Show Registered Ids ŦƻǊ ǳǎŜǊΩǎ ŎŜǊǘƛŦƛŎŀǘŜΦ 
8. Go to Internet Browser >> Internet Options >> Content >> Certificates ŦƻǊ ǳǎŜǊΩǎ ŎŜǊǘƛŦƛŎŀǘŜΦ 
 
DSC token should now work on system. 
 
 
 



 

42 

 
 

 
ii) Gemalto Token  related Issues 

  
If user is getting trouble in Token Detection/Signing failed due to client certificate initialization 
error. 

 
             The steps need to be followed to overcome trouble in Gemalto : 
 

1. Uninstall Java 7  
2. Uninstall system security  
3. Install java 6u29  

 
3.3 Operating System Issues 
  
Configuring PKCS#11 in Mozilla (Window/MAC/Ubuntu/Linux) 
 
This appendix describes how to configure Mozilla applications so they can communicate with 
the PKCS#11 security module. 
 

For Windows Systems 
 

This section describes the configuration required in Firefox browser. In order to configure   
Firefox to recognize the PKCS#11 security module. 

 
The steps needs to be performed are as under: 

 
1. Make sure your card/token is connected.  
2.  Open the Mozilla Firefox browser and from the Firefox menu choose   Preferences. 
3.  Click on Advanced >> Encryption tab in Mozilla Firefox Encryption Options Dialog 
window as shown in Figure 15.  
 

 
                    Figure 15 
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4. When a web site requires a certificate, select a Radio  button or  

                     Radio   button option (Figure 15).    
   

5. Click Security Devices to display the Device Manager window. This displays the modules 
currently available (Figure 16). 

6. Click the Load  button to the right in the dialog. Refer (Figure 16) 
  

                                         
            Figure 16 

 
As a result, this displays the Load PKCS#11 Device windows as shown in Figure 17. 
 

 
                                                           Figure 17 
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For MAC Systems 
 

Enter the Module Name & Module filename, Enter the full path and filename for the module. 
This can be either: 

 
/usr/lib/pkcs11/libgtop11dotnet.dylib  
/Library/Frameworks/GemaltoPKCS11DotNetV2.framework/GemaltoPKCS11DotNetV2.frame
work 

Do not use the Browse button to navigate to this file. 
For Certain applications, a user must choose .framework file 

 
For Linux/Unix Flavours 

 
1. Please add manually pkcs#11 lib. 
2. Click on Mozilla >> Tool >> Option >> Advanced >> Security device >>load PKCS#11  
aƻŘǳƭŜ ŦƛƭŜ ƴŀƳŜ ōȅ ǇŀǘƘ άκǳǎǊ/lib/ ƭƛōŀŜǘǇƪǎǎΦǎƻΦоΦлпέ 

3.  Click OK   button. As a result, the Confirm dialog box appears asking 
 άYou want to install the security moduleέΦ 

4. tƭǳƎƛƴǎ ƻǘƘŜǊ ǘƘŀƴ ƧŀǾŀ ǎƘƻǳƭŘƴΩǘ ōŜ ǳǎŜŘ ǘƻ ƭƻŀŘ ǘƘŜ ŀǇǇƭŜǘǎ ƛƴ ǘƘŜ ōǊƻǿǎŜǊΦ ¢ƘŜ ƧŀǾŀ 
plugin is to be made mandatory to load applets by default and any other plugins to load 
applets should be uninstalled. 

a. Browser has to be restarted when the plugins are uninstalled  
b. When the java application is made default to load applets, the browser has to be 

restarted. 
5. Click OK button. A brief progress dialog appears indicating that the module is being 

loaded. 
²ƘŜƴ ǘƘƛǎ ƛǎ ŎƻƳǇƭŜǘŜŘ ŀƴ άAlertέ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜ ƳƻŘǳƭŜ Ƙŀǎ ōŜŜƴ ƛƴǎǘŀƭƭŜŘ   
successfully. 

          
As a result, The Device Manager indicates the presence of the new module as shown in 
Figure 18. 

 
         Figure 18   
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Frequently !ǎƪŜŘ vǳŜǎǘƛƻƴǎ όC!vΩǎύ 
 
 
Queries: Digital Signing and Certificate 
 

1. What does a Digital Signature Certificate Mean? 
 
Answer: Digital Signature Certificates (DSC) are the digital equivalent (that is electronic format) of 
physical or paper certificates. Examples of physical certificates are drivers' licenses passports or 
membership cards. Certificates serve as proof of identity of an individual for a certain purpose. 
 
 E.g.: A driver's license identifies someone who can legally drive in a particular country. Likewise a 
digital certificate can be presented electronically to prove your identity to access information or 
services on the Internet or to sign certain documents digitally.   

 

2. Why is Digital Signature Certificate (DSC) required? 
 
Answer: Digital signatures are often used to implement electronic signatures to any electronic data 
that carries the intent of the signatures. 
Like physical documents are signed manually, electronic documents, for example e-forms are required 
to be signed digitally through Digital Signature Certificate. As per MCA21 project of Ministry of 
Corporate affairs all the company forms have to be filled electronically. 
 

 

3. Who issues the Digital Signature Certificate? 
 
Answer: A licensed Certifying Authority (CA) issues the digital signature. Certifying Authority (CA) 
means a person who has been granted a license to issue a digital signature certificate under Section 24 
of the Indian IT-Act 2000.  
The list of licensed CAs along with their contact information is available on https://mca.gov.in. You can 
obtain your DSC from NICCA of NIC https://nicca.nic.in. 
 

 

4. What are the different types of Digital Signature Certificates? 
 
Answer: The different types of Digital Signature Certificates are:  
Class 0: This certificate shall be issued only for test/demonstration purposes. 
Class 1: These certificates do not hold any legal validity as the validation process is based only on a 
valid-email ID and involves no direct verification.  
Class 2:  Here, the identity of a person is verified against a trusted, pre-verified database.  
Class 3: This is the highest level where the person needs to present himself or herself in front of a 
Registration Authority (RA) and prove his/her identity. This certificate will be issued to individuals as 
well as organizations. 

 

http://www.nicca.nic.in/
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5. How much time does CAs take to issue a Digital Signature Certificate? 
 
Answer: The time taken by CAs to issue a DSC may vary from three to seven days. 

 

6. What is the validity period of a Digital Signature Certificate? 
 
Answer: The Certifying Authorities are authorized to issue a Digital Signature Certificate with a validity 
of two years.  

 

7. What is the legal status of a Digital Signature? 
 
Answer: Digital Signatures are legally admissible in a Court of Law, as provided under the provisions of 
IT Act 2000 and its amendment. 

 

8. Who can have digital signature certificate? 
 
Answer: Any person can apply to the certifying authority for issue of a DSC in the prescribed form. 
While prescribing, the government can differentiate the fee structure for different classes of 
applicants. The applicant shall also enclose a certification practice statement and in the absence of 
such a statement, particulars as prescribed by regulations have to be given. 

 

9. How is the Digital Signature Certificates issued? 
 
Answer: The certifying authority, on receipt of the application, after due consideration of the 
certification statement and other particulars and enquiry, can grant the DSC. Discretion is vested with 
the Certifying Authority (CA) to reject any application. Reasons should be recorded in case of rejection. 

 

10. Are any conditions imposed for issue of the Digital Signature Certificates? 
 
Answer: For issuing the DSC, the Certifying Authority(CA) should take into consideration the following 
points: 
a. The applicant holds the private key corresponding to the public key to be listed in the DSC. 
b. The applicant holds the private key, which is capable of creating a digital signature. 
c. The public key to be listed in the certificate can be used to verify a digital signature affixed by private 
key held by the applicant. 

 

11. What are the precautions users must take while using a Digital Signature? 
 
Answer: A user must keep the media carrying the digital signature safely and not to disclose the 
password to any other users. 
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12. What if somebody gains possession of my Digital Signature Certificate? 
 
Answer: Digital Signatures are password protected and cannot be copied from a digitally signed 
document. 

 

13. Why keeping Digital Signature certificate (DSC) on your computer system has drawbacks. Explain 
them? 
 
Answer: It can be misused by anyone who is having access to your computer system. 
DSC is lost if computer system is formatted or internet explorer is changed. Accordingly, safe and 
proper method is to keep DSC on e-token, a small USB port device, which is password protected. The 
said e-token is a small hardware device and can be plugged to USB port of any system to digitally sign 
the documents and when not in use can be kept in safe custody. 
 

 

14. Where can I use Digital Signature Certificates? 
 
Answer: A user can use Digital Signature Certificates for the following reasons: 
a. For sending and receiving digitally signed and encrypted emails. 
b.For carrying out secure web-based transactions, or to identify other participants of web-based 
transactions. 
c. For signing documents like MSWord, MSExcel and PDFs. 
d. Plays a pivotal role in creating a paperless office. 

 

15. What is the difference between a Digital Signature and a Digital Signature Certificate? 
 
Answer: A digital signature is an electronic method of signing an electronic document whereas a Digital 
Signature Certificate is a computer based record that: 
a. Identifies the Certifying Authority issuing it. 
b. Have the name and other details that can identify the subscriber. 
c. Contains the subscriber's public key. 
d. Is digitally signed by the Certifying Authority issuing it. 
e. Is valid for either one year or two years. 

 

16. How does a Digital Certificate function? 
 
Answer: Certificates use the Public Key Infrastructure (PKI technology, which is a sophisticated, 
mathematically proven method of encrypting and decrypting information). Information can be 
decrypted only when both a private key and a public key match each other. The certificate contains 
information about a user's identity (for example, their name, email address, the date the certificate 
was issued and the name of the Certifying Authority that issued it.) The certificate also contains the 
public key. The private key is stored on the user's computer hard disk or on an external device such as 
a smart card. The user retains control of the private key; it can only be used with the issued password. 
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17. Can someone else apply for and use a Digital Signature Certificate for me or on my behalf? 
 
Answer: An organization can purchase Digital Certificates for its employees with the objective of 
secure and authenticated web communication.  
But no one can utilize your Digital Certificate because (only one) your email address is attached to the 
Digital Certificate purchased for you and your Digital Certificate with private key is stored under your 
control. Please take care and avoid giving direct physical access to your important private key. 

 
Queries: Technical 
 

18. Which Certificate is required for eOffice (Signing Vs Signing and Encryption)? 
 
Answer: eOffice uses only Signing Certificate.  

 

19. What is the format of Private Key? 
 
Answer: Private Keys are not easily viewed as they exist in an encrypted state within the registry of the 
Operating System. However if specified at the time of key pair generation it is possible to export a 
Private Key as a data file for backup purposes. Like any cryptographic key private Keys are simply long 
random numbers. 

 

20. How private key can be protected?  
 
Answer: Your private key is protected in two ways: 
a. It is stored on your computer's hard drive so you can control access to it. 
b. When you generate your Digital Certificate's private key at collection time, the software you use 

(such as your browser) will probably ask you for a password. This password protects access to your 
private key. For Internet Explorer users, your private key is normally protected by your Windows 
password. 

 

21. Can Digital Certificate be recovered after being accidentally deleted from PC's hard disk drive? 
 
Answer: Once the digital Certificate and key files have been deleted, damaged or overwritten there is 
no way to reactivate your Digital Certificate. You will first need to revoke your Digital Certificate and 
then enroll for a new one. 
 

22. What is authentication? 
 
Answer: Authentication is the process of verifying a claimed identity. This includes:  
Establishing that a given identity actually exists; 
Establishing that a person or organization is the true holder of that identity; 
Enabling identity holders to identify themselves for the purposes of carrying out a transaction via an 
electronic medium. 
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23. What is encryption? 
 
Answer: Encryption is the process of using a mathematical formula and an encryption key to scramble 
information so that is unintelligible to unauthorized persons. Since electronic information is in the form 
of a series of ones and zeroes. 
 
An encryption process can transform a particular electronic message into another sequence of ones 
and zeros that is uniquely related to the original message. 
 

 

24. What is decryption? 
 
Answer: Decryption is the process of converting the scrambled information back to its original plain 
text from using the same mathematical formula and a decryption key related to the encryption key so 
an authorized person can understand it. 
 

 

25. What is Private Key? 
 
Answer: Private Key means one of the key of a key pair used to create a Digital Signature. It is known 
only to the proprietor. 
 

26. What is an e-token? 
 
Answer: An e-token is a powerful and secure hardware device that enhances the security of data on 
public and private networks. The size of a normal house key, e-token can be used to generate and 
provide secure storage for passwords and Digital certificates, for secure authentication, digital signing 
and encryption .e-tokens are based on smart card technology but require no special readers. 
 

27. What is Certificate Validation Mechanism? 
 
Answer: A certificate validation mechanism is a mechanism which is used when a document or 
transaction is signed using a Digital Certificate and which serves as a means of identifying the person 
who signed since a certificate vouches for the owner's identity or association with a particular 
organization. Hence a certificate validation mechanism is important to implement to ensure that it has 
not been revoked or has not expired. 
 

28. What is Certificate Validation? 
 
Answer: Validation refers to determining the status of a certificate  whether valid, expired or revoked. 
All Certificates have a fixed life (say one year), but there are various reasons for which a certificate may 
be invalidated before its due expiry. 
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29. Can a digital signature be forged? 
 
Answer: Not likely. It is protected by several layers of highly complex encryption. We like to think that 
a handwritten signature is unique to the signer and to the pieces of paper which hold it. What if 
someone produces a good likeness of your handwritten signature? Or, what if on a long contract, 
someone changes the text of the pages previous to the signature page? In these instances, the 
signature is valid, but the document has been altered. 
With digital signatures, forgery is next to impossible ς much more difficult than forging a handwritten 
signature. First, a digital signature is more of a process than just affixing a signature. For example, 
when the document is "digitally signed," the digital software scans the document and creates a 
calculation which represents the document. This calculation becomes part of the "digital signature." 
When the recipient authenticates the signature, a similar process is carried out. The sender's and the 
receiver's calculations are then compared. If the results are the same, the signature is valid; if they are 
different, the signature is not valid. 
 

30. What are the responsibilities and the liability of a digital signature certificate subscriber? 
 
Answer: The subscriber is responsible for safeguarding access to the private key and also not to share 
the PIN of the token to any other user. 
 

31. Sometimes DSC Login or Signing stops working , although it was  working perfectly earlier? 
 
Answer: This happens due to some windows/Security updates that sometimes lead to corrupted JRE. A 
user needs to reinstall the latest JRE based on your system configurations and recommended in the 
above document. 
 

32. Why are Starkey 400 Tokens slow? 
 
Answer: Starkey 400 tokens are relatively slow as compared to Moserbaer tokens. It is due to the 
public key of 1024 bit. 

 

33. My Token got hanged after some time? 
 
Answer: It is a session timeout as per the normal security standard and Operating System standard. 

 

34. Is SHA supported on Windows XP? 
 
Answer: SHA2 is not supported on Windows XP till service pack 2. 
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35. What is SSL (secure socket layer) and how does it work? 
 
Answer: Secure Socket Layer (SSL) is a technology developed by Netscape and adopted by all vendors 
producing related Web software. It negotiates and employs the essential functions of mutual 
authentication, data encryption, and data integrity for secure transactions. 
 
 

36. What is PKI? 
 
Answer: The PKI is a framework of policies, services, and encryption software that provides the 
assurances, users need before they can confidently transmit sensitive information over the Internet 
and other networks. At the heart of a PKI is a "Certifying Authority" which issues to each individual a 
Digital Certificate linking that particular person to a known public key. 
 

37. What is non-repudiation? 
 
Answer: Non-repudiation provides proof of the origin or delivery of data in order to protect the sender 
against a false denial by the recipient that the data has been received or to protect the recipient 
against false denial by the sender that the data has been sent. 

 

38. What is Cryptographic Service Provider? 
 
Answer: A Cryptographic service provider is responsible for creating keys, destroying them, and using 
them to perform a variety of cryptographic operations. Each cryptographic service provider provide a 
different implementation of the crypto API, some provide stronger cryptographic algorithms, while 
others contain hardware components, such as smart cards. 
 

 

39. What is OCSP validation? 
 
Answer: OCSP refers to certificate validation that occurs through the Online Certificate Status Protocol 
mechanism, this type of validation occurs only when the signer certificate is stamped with an AIA 
(Authority Information Access) extension. 
OCSP can be either a replacement or a supplement to checking the validity of a certificate against a 
Certificate Revocation List (CRL). Using OCSP, when a user attempts to access a server, OCSP sends a 
request for certificate status information. The server sends back a response of "current", "expired," or 
ϦǳƴƪƴƻǿƴΦέ 

 

40. Why DSC not asking for PIN for a single time? 
 
Answer: Certificates are installed in the .pfx file format in the browser rather to store in the token due 
to incorrect selection of the CSP 
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41. After driver installation, the certificates are visible in the Token Administration. But Mozilla or 
Chrome Browsers in UBUNTU are not displaying the certificates when viewed from View Certificates 
option? 
 
Answer: This issue is due to a pkcs11 libraries file missing on the specified system. To resolve the issue 
`Linking of higher libaetpkcss.so.3.0 file to libaetpkcss.so.2.3.1 file is required manually. 

 

42. Certificate is not appearing in ToolsĄInternet optionsĄContentĄCertificateĄPersonal tab of   
Internet Explorer. 
 
Answer: Please check if Token drivers are installed on the machine from where the certificate was 
downloaded successfully. 
If Yes then uninstall the token drivers from "Control Panel>Add or Remove Programs" and install the 
token driver again then try downloading the certificate once again.  
Note: This time the field to provide Authentication Code does not appear.  
Download the certificate and once after the successfully download, check in "Tools>Internet 
Options>Content>Certificates>Personal" tab of IE browser". 
 

 

43. DSC is not digitally signing the documents. 
 
Answer: Update the Java software with the latest version. 

 

44. After clicking on File Management System, application not prompting for PIN. 
 
Answer:  

a.  Check whether updated version of Java has been installed on the system or not. 
b. Go to ToolsĄInternet optionsĄClick on securityĄCustom Level.  
c. /ƘŜŎƪ ǿƘŜǘƘŜǊ ŀƭƭ ά!ŎǘƛǾŜ·   /ƻƴǘǊƻƭǎ ŀƴŘ tƭǳƎ Lƴǎέ ƘŀǾŜ ōŜŜƴ ŜƴŀōƭŜŘ ƻǊ ƴƻǘΦ  
d. /ƘŜŎƪ ǿƘŜǘƘŜǊ ŀƭƭ ά{ŎǊƛǇǘƛƴƎέ Ƙŀǎ ōŜŜƴ ŜƴŀōƭŜŘ ƻǊ ƴƻǘΦ 
e.Go to ToolsĄManage Add-onsĄCheck whether Java has been enabled or not. 
f. Also, if problem continues try to reset the IE settings to its default. 
g. Follow the above mentioned steps. 
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Queries: Miscellaneous 
 

45. Oftentimes , without prompting for DSC PIN an eFile is transferred or moved to other user. 
 
Answer: The stated issue was because of User has used the DSC for Authentication purpose and at that 
time it must asked for the DSC PIN and as DSC PIN got cached in the G&D-CUT (Token Administration 
Utility) and as well as in the Windows cache (As Windows are maintain their own cache of key store) 
and user has signed file within few seconds of Login, So DSC PIN was taken from the cache itself rather 
than asking for second time. 
 
This happens if the user uses the DSC within 1 to 2 minutes time and this is default behaviour as this is 
set in the pin timeout setting of the DSC itself. 
 

 

46. Why is that the DSC does not ask for the PIN even if I have signed it for less than two minutes? 
 
Answer:  This happens when the DSC is used for multiple transactions ,spanning a time that is normally 
one to two minutes . This is the default behaviour. 
The DSC PIN gets cached in the G&D-CUT (Token Administration Utility) as well as in the Windows 
cache (As Windows are maintain their own cache of key store). So, the next time the DSC PIN is taken 
from the cache itself. 
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Annexure 1 ς Procuring DSCs 
 
Procedure for procuring Digital Signature Certificates 

 
 

NICCA is one of the seven licensed Certifying Authorities in India which CCA has licensed to issue Digital 
Signature Certificates to the end users. The National Informatics Centre issues Digital Signature 
/ŜǊǘƛŦƛŎŀǘŜǎ ǇǊƛƳŀǊƛƭȅ ǘƻ ǘƘŜ DƻǾŜǊƴƳŜƴǘκ t{¦Ωǎ ŀƴŘ {ǘŀǘǳǘƻǊȅ ōƻŘƛŜǎΦ  
 
 
A.  Steps for Getting an individual Digital Signature Certificate 
 

i. Download DSC Form from NICCA website (https://nicca.nic.in). 
ii. Follow the instructions given in the form to complete the forms. 
iii. Go through fee structure and make payment instrument ready as per the fee structure 

provided at the NICCA website. 
iv. Submit completed forms along with payment to NICCA through the NIC project coordinator 

(NIC person handling the project for which the DSC is being issued). Forms are scrutinized at 
NICCA for any shortcomings. Any such forms are sent back to NIC project coordinator. The rest 
are processed by NICCA. On successful processing by the RA, the Username and password are 
generated and sent to applicant via email provided by the applicant during the filling up of the 
form.  

v. Download drivers for the device provided by NICCA from NICCA website. 
vi. Install drivers as per the instructions provided. 
vii. Logon to NICCA website, follow instructions and generate the certificate request. The certificate 

request is compared with the physical form provided at the NICCA site for discrepancies. 
Request with no discrepancy is processed and certificate is generated. Successful generation of 
certificate will be followed by mailing of authentication pin to the applicant at the email-id 
provided in the form. 

viii. Download certificate by logging to NICCA website after receiving the authentication pin. 
 
 
B. Classes of Certificates 
 

Class of 
Certifica
te 

Assurance Level Verification Process Employed 

Class-1 Provides minimum level of 
assurance.  SubscriōŜǊΩǎ ƛŘŜƴǘƛǘȅ 
is proved only with help of 
Distinguished Name- DN and 
hence provides limited assurance 

Simply Checks for the certainty of the details given 
in the DSC Request Form as authenticated by Head 
of Office 
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of the identity. 

Class-2 Provides higher level of 
assurance confirming the details 
submitted in the DSC Request 
Form, including photograph and 
documentary proof in respect of 
at least one of the identification 
details. 

Checks for the certainty of the details given in the 
DSC Request Form as authenticated by Head of 
!ǇǇƭƛŎŀƴǘΩǎ hǊƎŀƴƛǎŀǘƛƻƴΣ ǿƘƛŎƘ ƛǎ ŦǳǊǘƘŜǊ 
forwarded by State Informatics Officer (SIO)/ NIC-
Coordinator to NICRA/NICCA.  

Class-3 Provides highest level of 
assurances, as verification 
process is very stringent 

In addition to the verification process required for 
the class II certificates, the subscribers of Class III 
certificates are required to be personally present 
at NICCA/RA/NIC District Office/NIC Cell with 
departmental photo identity card for completion 
of verification process 

 
 
C. Documents to be submitted: 
 
For seeking Digital Signature you have to submit the attested copy of following documents along with 
the form I D Proof - PAN Card / Pass Port / Voter ID / Driving License / Employee ID Card ς preferable 
Employee ID Card 
 
 
D. Certificate Management 
 
In addition to the general information e.g. Validity , Issuer of Certificate etc , a Digital Signature 
Certificate contains the following details about the subscriber(Subject). 
 

CN = Subscriber's Name (e.g Prakash Chand)  
S = Subscriber's State (e.g. Delhi) 
Postal Code = Postal code of the location (e.g. 110003) 
OU = Subscriber's Organisation Unit Name (e.g. E-Office Division) 
O = Subscriber's Organisation Name (e.g National Informatics Centre) 
C = IN 
Also the Email-id of the subscriber (e.g pcx@nic.in) 
 

 
These fields constitute Distinguished Name (DN) of the subscriber, which is unique on the Internet. 
Whenever there is any change in the above mentioned fields, the DSC must be revoked and if required 
subscriber should apply afresh for DSC.  Changes in the above mentioned fields could be due to any 
reason. e.g. Transfer, Change of affiliation, etc. The values of these fields have to be predetermined 
and filled up in the form at column 11. 
  
1. Transfer 
 

i. On transfer, DSC holder should revoke the DSC and if required apply afresh. At the most the 

subscriber can carry the Crypto media if subscriber's office permits.  
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ii. Nodal officer can also revoke the same by requesting to the NICCA or through online by login to 

the control panel given by the NICCA. 

2. Suspension 
 

i. Nodal officer of the department can also revoke the same by requesting to the NICCA or 

through online by login to the control panel given by the NICCA. 

ii. After Suspension the employee should not get access of user authentication for any software 

application of the dept to use the DSC. 

3. Retirement 
 
At the time of applying for the DSC, if the date of retirement of the employee has been mentioned in 
the application form, the DSC will be valid till the date of retirement. 
Nodal officer can also revoke the same by requesting to the NICCA or through online by login to the 
control panel given by the NICCA. Employee should also ensure to revoke his/her DSC before their 
retirement to confirm that the DSC is not going to be used by the subordinate/Success. 
Department will request for issue of a fresh DSC for the successor of the retired employee if required. 
 
4. Promotion 
 
Employee can carry the same DSC and can use it till the date of renewal. After expiry of 2 years the 
same can be renewed by the department if required. 
 
5. Lost 
 
On lost, DSC holder will have to register an FIR at the nearest police station. The FIR copy will be 
attached along with the new application form for issue of the DSC by revoking the previous one to 
avoid its future misuse. Token cost will be paid along with the application. 
 
6. Death  
 
On the death of the DSC holder the Nodal Officer will request to NICCA to revoke the DSC or can also 
revoke the same by accessing the control panel given by the CA (Certifying Authority) with immediate 
effect. 
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Annexure 2 ς DSC Installation 
 

A. Installation Process of Moser Baer Token Driver 
 
These steps need to be followed to install appropriate Drivers: 
 
The CD contains installation instruction. Go to the \Drivers 32 and 64 bit (Windows). 
There are two .exe files ς  
i) SafeSign-IClient-3.0.45x32.rar and,  
ii) SafeSign-IClient-3.0.45x64.rar 

 
One is for 32 bit operating System and other for 64 bit operating system. Install appropriate 
Safe Sign-Identity-client as per your operating system.  
 

1. Browser Settings 
 

Active-X controls need to be enabled in your Internet browser. In order to ensure this, please 
Perform the following steps:  
 

¶ Open a browser window 

¶ Go to Tools >> Internet Options >> Security 

¶ Click 'Custom Level' and set security ƭŜǾŜƭ ŀǎ ΨaŜŘƛǳƳΩ ŀƴŘ ŜƴŀōƭŜ ŀƭƭ !ŎǘƛǾŜ-X Controls. 
 
2.  Download and Install Certificate Chain 
 

Pre-requisite: Windows-XP SP-3, Windows Vista SP-2 and above. 
 

 
     To download and install certificate chain follow these steps: 
 

¶ Open the Browser and go to https://nicca.nic.in 

¶ Bring your mouse to Repository and Click Certificate Chain (CCA, NICCA and NIC Sub-CA 
Certs) 

¶ Click on Download (Left Hand Side Window pane) and Click Download certificate Chain 
(.zip format). Save this file on Desktop or your desired location. 

¶ Unzip this file with WinZip or WinRAR. This will display a number of files. 

¶ Right click on chain.p7b (This Includes CCA India 2011, NICCA 2011 and NIC Sub-CA for 
NIC 2011) and click install certificate. This will install the certificate chain. Or you can 
install each certificate separately. CCA India 2011 certificate must be installed under 
Trusted Root Certificates only. 
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3.  Initialise Smart Card / USB Token fiery Initialising the Smart Card / USB Token: 
 

¶ Insert your Smart card in Reader or plug in USB Token in the system. 

¶ Run Token Management Utility 

¶ Click on Token and then click Initialise Token 
 
  A new window will appear. In the new window enter the following information. 
 
ü Enter PUK: 0000 (four times zero) and confirm the same. Keep PUK as "0000" only 
ü Enter PIN: 1234 or as desired by you and confirm the same 

 
This will initialise your token in 90 seconds approximately. 

 
4.  Enrolment Instructions - Generating Key Pair 

 

¶ When you enrol for a digital certificate, cryptographic keys are generated and stored on 
your Smart Card/USB Token. For generating the Key Pair on Smart Card/USB Token 
select the appropriate CSP - (Safe Sign Standard-I Cryptographic Service Provider). 

¶ Open the Browser and go to https://n icca.nic.in. 

¶ Click Member Login and login with User-id / Password issued by NIC Certifying Authority 

¶ Insert your smart card in the Card Reader or USB Token in USB port of your system. 

¶ Click Enrol OR Step-1 for generating your Digital Certificate key pairs. (An Electronic 
Form will appear which is self-explanatory. You are required to fill in your details as 
mentioned in Digital Signature Certificate Request Form and submitted to NICCA). 
 

¶ Certificate Class: It is fixed at the time of User-id creation. 

¶ Certificate Type: Select Signing Certificate or as desired or as suggested / instructed by 
Certifying Authority 

¶ Do you have a certificate request already generated? Click No 

¶ Fill in the seven mandatory fields under "Contents of your Digital Certificate" 

¶ Cryptographic Service Provider: Select Safe Sign Standard-I Cryptographic Service 
Provider. Do not Scroll down the page with mouse wheel; it changes the selected 
option. To avoid this move arrow away from selected option and click left mouse-button 
once. 

¶ Check all entries once again and Click Generate Request. (A confirmatory message will 
be displayed on your computer screen. Read it and Click OK). At this time you will be 
prompted to enter Passphrase/PIN of the smart card/USB Token.) 

¶ Enter Passphrase / PIN of the smart card/USB Token. 

¶ Your Digital Certificate key pair will be generated on smart card. A request Number will 
also be generated and displayed on your computer screen. Please note it down for 
further follow up. 
 

https://nicca.nic.in/
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No need to go to Step-2. 
 

¶ Go to Step-3 OR Step-4 to view the status of your DSC Request or simply click View 
Status on the top of the page. 

¶ Once RA administrator and CA Administrators process the certificate request, your 
Digital certificate will be generated and authentication PIN will be sent to you on your 
email address. 

 
 
5.   Downloading Digital Certificate on Smart Card/USB Token 
 

¶ Open the Browser and go to https://nicca.nic.in 

¶ Click Member Login and login with User-id / Password issued by NIC Certifying Authority 

¶ Click on View Status - This will show the status of your DSC request. If the certificate has 
been generated a link will be provided on the DSC request number. 

¶ Click on DSC Request Number 

¶ Enter Authentication PIN (Ten Digit Alphabetic code - all CAPITAL LETTERS) and click on 
Download. Your certificate will be downloaded on the smart card/USB Token 

 

Note: Until your certificate is generated and downloaded successfully, you will not be able to 
access these keys for use or for backup purposes. It is therefore extremely important to ensure 
the following until your certificate is downloaded successfully: 
 
For Smart Card / USB Token Users: 
 
a. Do not format your machine 
b. Do not re-install or upgrade your internet browser 
c. Do not re-initialize the card/token 

 
 

If the above conditions are not met, your keys will be lost permanently and you will not be able to 
download your certificate. In such cases, the only option is to apply for a fresh certificate. 
Your digital certificate is related to the cryptographic keys stored on your machine (or Smart Card 
/ USB Token, as applicable). Hence, it's necessary for you to download the certificate onto the 
same machine (or Smart Card / USB Token, as applicable) from where you enrolled for the 
certificate. 

 
B. Installation Process of Gemalto Token Driver 

 
Procedure to Install Gemalto Token and Certificate Generation 

 
1. Installation of Gemalto Token Driver 
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¶ Installation of the driver has to be done for the first time and only once. 

¶ Download the driver from http://nicca.nic.in/html/datakey.html for Gemalto e-Token, 
from option no. 15. 

¶  Unzip the downloaded file and install the driver by double clicking on Install file. 

¶ In InstallShield Wizard you can see the items to be installed in your machine. Click on 
Install button to continue. 

¶ Click on Next button when prompted. 

¶ Click on Install button. 

¶ On completion of the installation, click on the Finish button. 

¶ An icon by the name SC-SED appears on your Desktop. This will install Gemalto Token 
Drivers on your machine. 
 

2. Initializing Gemalto Token 
 

¶ Insert your token in the USB port. 
Double click on SC-SED icon. SC-SED Driver Utility window will open up as shown below.  
Under select Card drop-down, select Gemplus USB Key Smart Card Reader 0. 

¶ As soon as you insert the Token, a pop-up window will appear with message "Owner 
information not found in your token, do you want to update information now". Click 
"Yes". Now it will ask to enter Token Password. The default Token Password is "0000" 
[Four times Zero]. Enter the Password and press OK. Now enter the Label Information 
e.g. your details (Name, Department, Organisation). Enter these details and click OK. In 
approximately 30 Seconds the Token will get initialised. 
 

NOTE: The default PIN for Gemalto e-Token is "0000" [ Four times zero]  Once token is 
initialised, the following screen appears which will show detailed Token information. 
Now the Token is ready for generating Certificate on it. 

 
3. Pre-requisites 

 
Operating Systems 
Windows-XP with Service Pack-3, 
Windows Vista with Service Pack-2 or 
Windows 7 latest 

 
Browser Settings 
Active-X controls need to be enabled in your Internet browser. In order to ensure this, 
please do the following: 

 

¶ Open a browser window 

¶ Go to Tools >> Internet Options >> Security 
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¶ /ƭƛŎƪ ϥ/ǳǎǘƻƳ [ŜǾŜƭϥ ŀƴŘ ǎŜǘ ǎŜŎǳǊƛǘȅ ƭŜǾŜƭ ŀǎ ΨaŜŘƛǳƳΩ ŀƴŘ ŜƴŀōƭŜ ŀll Active-X 
controls 

 
Java Runtime Environment 

¶ JRE 6 update 29 (available at NICCA website) OR JRE6 update 31 
 

4. Download and Install Certificate Chain  
 

To download and install certificate chain follow these steps. 
 

¶ Open the Browser and go to https://nicca.nic.in. 

¶ Bring your mouse to Download Certificate chain and Click Certificate Chain (CCA, 
NICCA and NIC Sub-CA Certs). 

¶ Click on Download (Left Hand Side Window pane) and Click Download Certificate 
Chain (.zip format). Save this file on Desktop or your desired location. 

¶ Unzip this file with Winzip or WinRAR. This will display a number of files. 

¶ Right click on chain.p7b (This Includes CCA India 2011, NICCA 2011 and NIC Sub-CA 
for NIC 2011) and click install certificate. This will install the certificate chain. Or you 
can install each certificate separately. Ensure that "CCA India 2011" certificate is 
installed under Trusted Root Certificates only. 

 
5. Enrolment - Generating Signing Certificate Request 

 

¶ When you enrol for a digital certificate, cryptographic keys are generated and stored 
on your USB Token. For generating the Key Pair on USB Token select the appropriate 
CSP - [Microsoft Base Smart Card Crypto Provider]. 

¶ Open the Browser and go to https://nicca.nic.in. 

¶ Click Member Login and login with User-id / Password issued by NIC Certifying 
Authority 

¶ Insert your smart card in the Card Reader or USB Token in USB port of your system. 

¶ Click Enroll OR Step-1 for generating your Digital Certificate key pairs. [An Electronic 
Form will appear, which is self-explanatory. You are required to fill in your details as 
mentioned in Digital Signature Certificate Request Form and submitted to NICCA]. 

¶ Certificate Class: It is fixed at the time of User-id creation. 

¶ Certificate Type: Select Signing Certificate or as desired or as suggested / instructed 
by Certifying Authority. 

¶  Do you have a certificate request already generated? Click No 

¶ Fill in the mandatory fields under "Contents of your Digital Certificate" 

¶ Cryptographic Service Provider: Select Microsoft Base Smart Card Crypto Provider. 
Do not Scroll down the page with mouse wheel; it changes the selected option. To 
avoid this move arrow away from selected option and click left mouse-button once. 
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¶ Check all entries once again and Click Generate Request. A confirmatory message 
will be displayed on your computer screen. Read it and Click OK. At this time you will 
be prompted to enter Passphrase/PIN of the Token. 

¶ Enter Passphrase / PIN of the smart card/USB Token. [Default PIN for Gemalto Token 
is "0000" (four times zero), if you haven't changed the same]. 

¶ Your Digital Certificate key pair will be generated on the Token. A request Number 
will also be generated and displayed on your computer screen. Please note it down 
for further follow up. 

¶ No need to go to Step-2. 

¶ Go to Step-3 OR Step-4 to view the status of your DSC Request or simply click View 
Status on the top of the page. 

¶ Once RA administrator and CA Administrators process the certificate request, your 
Digital certificate will be generated and authentication PIN will be sent to you on 
your email address. 

 
6. Generating Encryption certificate request 

 

¶ Certificate Type: Select Encryption Certificate from the drop down menu. [A 
message pop-up will appear with message "You must have a Signing Certificate 
issued from NICCA] Click OK 

¶  Do you have a certificate request already generated? Click No 

¶ Fill in the mandatory fields under "Contents of your Digital Certificate" 

¶ Cryptographic Service Provider: There is no option to select Cryptographic Service 
provider. Just re-check all entries and Click Generate Request. 

 
7. Downloading Signing Certificate on Smart Card/USB Token 

 

¶ Open the Browser and go to https://nicca.nic.in 

¶ Click Member Login and login with User-id / Password issued by NIC Certifying 
Authority 

¶ Click on View Status - This will show the status of your DSC request. If the certificate 
has been generated a link will be provided on the DSC request number. 

¶ Click on DSC Request Number 

¶ Enter Authentication PIN (Ten Digit Alphabetic code - all CAPITAL LETTERS) and click 
on Download. Your certificate will be downloaded on the smart card/USB Token. 

 
8. Downloading Encryption Certificate 

 

¶ Plug-in Token containing your signing certificate. 

¶ Open the Browser and go to https://nicca.nic.in 

¶ Click Member Login and login with User-id / Password issued by NIC Certifying 
Authority 
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¶ Click on View Status - This will show the status of your DSC request. If the certificate 
has been generated a link will be provided on the DSC request number. 

¶ Click on DSC Request Number 

¶  Enter Authentication PIN (Ten Digit Alphabetic code - all CAPITAL LETTERS) and click 
on Download. 

¶ You will be prompted to select your signing certificate. Select the Signing certificate 
and Click OK. 

¶ Encryption Certificate is downloaded as file with extension .p12 
 

9. Importing Encryption Certificate to Smart Card / USB Token: 
 

Encryption Certificate is downloaded as file with extension .p12. This file must be 
uploaded to the Smart Card / USB Token. Take a backup of this file and store it securely 
for future needs. 

 

¶ Run Token Management Utility(SC-SED Driver Utility) 

¶ Under Select Card drop-down, select Gemplus USB Key Smart Card Reader 0 

¶ Click on Settings and select Import certificate. 

¶ Select the Encryption Certificate file (.p12) 

¶ Enter Digital ID Password. Digital ID password is your Encryption certificate request 
number 

¶ Enter PIN of Smart Card / USB Token and click OK. 
 
This will import encryption certificate on the Smart Card / USB token in 25 seconds 
approximately. 
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Annexure 3 ς DSC Validation 

 
Process to Validate a Signature on a Digitally Signed Document (Validating Digital Signatures in 
Adobe) 

 
Every digital certificate is issued by a Root CA (Certification Authority). Some of the Root CA's are 
included by default in Windows Certificate Store (Trusted Root Certification Authorities) and only a few 
are included in Adobe Certificate Store. Microsoft and Adobe use different Certificate Stores different 
certificate validation procedures. 
If the signing certificate (or the Root CA that issued the signing certificate) is not included in Adobe 
Store, the digital signature is considered "not trusted" when a User opens a document with Adobe 
Reader, it will show Validity Unknown like shown in the figure. 
 

 
 

This behavior has nothing to do with the signing engine but with the Adobe Certification validation 
procedure. 
To trust a signature the user must add the signing certificate on the Adobe certificate store because 
only a few Root CA's are considered trusted by default by Adobe certificate validation engine. 
 
How to Validate the Signature: 
 
It will be done in following steps. 
 

1. Install Root Certification (One-time)   
This is a one-time activity that the user must perform on his/her computer, to install the Root 
Certificate on the computer that he/she will use to Validate Signed pdf files. 

 
2. Enable Windows Trust for Verification (One-time)  

 This is a one-time activity that the user must perform on his/her computer, to integrate Adobe 
Reader with Windows Certificate Store. 

 
3. Validate  

¢ƘŜ ǾƛŜǿŜǊ ǿƛƭƭ ǾŜǊƛŦȅ ŀƭƭ ǘƘŜ 5ƛƎƛǘŀƭƭȅ {ƛƎƴŜŘ t5CΩǎΦ  
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1.  Windows Integration  
 

           To validate the signature follow the steps  
 

1. Open the Adobe File 
 
2. Go to Edit tab->Preferences as shown in the figure 

 

 
 

3. Go to Preferences->Security->Advanced Preferences: 
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4. Go to Window Integration-> Check all the three check boxes  

5. Click the   button to exit from the current window box. 
 

 
  

6. Again click the  button as shown in the figure: 
 

 
  

 
7. Go to Signature->Click on Signature to validate 
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8. Signature Valid along with Signature Validation Status box displays. 

9. Click the  button to close the box. 
 

 
 

10. Now the document is considered to be validated 
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2. Add the certificate manually to the Adobe Trusted Identities 
 
1.  Open the signed document. 

 
2.  Click on the signature rectangle (or go to the Signatures tab) 

 

 
 
3. Click on the Signature Properties button 

 

 
 

4. Go to the Signer tab (or Date/time tab for time stamping) 
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5. Click on the Show Certificate button. 
 

 
 

6. Select the Root certificate (or the signing certificate) 
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7. Go to the Trust tab: 
 

 
 

8. Click on the Add to Trusted Identities: 
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9. Click on  button to exit from the window box 
 

 
 

10. Check all the checkboxes 
 

 
 
































