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Confidentiality Statement
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f\bout the Document

The Information Technology AcB000 provides for use of Digital Signatures on the documents
submitted in electronic form in order to ensure the security and authenticity of the documents filed
electronically.

This document is intended for the use of Digital Signature Certificatedaomg in applications that are

a part of eOffice Produchamely, eFileand SPARROWIt is considered to serve as a guiding handbook
for DSC Procurement, Installation, Enrollment, and Registration in eOffice Product Senteral
Troubleshooting techigues have been included for reference purposkis being the first release, we
would welcome your valuable suggestions which would help us to enhance the document.

Copyright © NIC, 2014 A
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Feedbacks and Suggestions may be sent to:

Head (eOffice Project Division)
National Informatics Cére (NIC)

A Block, CGO Complex, Lodhi Road
New Delhi 110003

Phone: 01124365515
Email:eoffice@nic.in
Website:http://eoffice.gov.in

Copyright © NIC, 2014 .
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‘Abbreviations

CA- Certifying Authority

DSG Digital signature certificates
RA- Registratio Authority

SHA2 - Secure Hash Algorithiz)
JRE Java Runtime Environment
NICCA NIC Certifying Authority

=A =4 =8 -4 -8 A
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Introduction (Digital Signature Certificate)
[

Adigital signature is the electronic equivalent of a handwritten signature, verifying the authenticity of electronic
documents. These Digital Signatures are stored geréificate which stores the personal information of the
owner whichisthenimportedto a physical device (USB Token, floppy disk, CD etc.)
A digital signature usdle system ofPublic Ky encryptionto verify that a document has not been altered.
Public key encryption (PKE) uses a system of two keys:
1 A private key, which only you use (andhould protect with a welthosen, carefully, protected
passphrase); and
1 Apublic key, which other people use. Public keys are nfsgored on public key servers
A document that is encrypted with one of these keys can be decryptedwitiiythe other keyin the pair using
the mechanism of cryptographyhe fundamental objective ofvhich is information security and to ensure the

following:

A Confidentialityis used to keep the content of information secret from unauthorized persons. This is
achieved throughyammetric and asymmetric encryption.

A Data Integrityaddresses the unauthorized alteration of data. This is addressed by hash functions.

A Authenticationis related to identification. This function applies to both entries and information itself.
This is acleived through digital signature certificates and digital signatures.

A Nonrepudiation prevents someone from denying previous commitments or actions. This is achieved
through digital signature certificates and digital signatures.

Copyright © NIC, 2014 .
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Quick Setup Guide for Digl Signature Certificates (DSC)
@

Installation Configuration Signing

Get your'D.SC from Lg%ir};gg:sROW

chtzhcetrtIfylng inifialize BSC Zplpelzication and
uthority

register your

DSC with your

account

(nicca.nic.in)

Enroll your DSC
Install Java (JRE) with NICCA

Digitally Sign
your eFile/eAR
using the

Configure Java registered DSC

Security Settings Download your
generated digital
certificate from
NICCA website

Install
Middleware
(Token drivers)

INSTALLATION

1. Get your DSC from NIC Certifying Authority
9 Fill up and submit the duly signed DSC form to NICCA.
1 Getthe DSC token (hardware).

2. Install JRE
1 Go tohttps://www.java.com/en/download/and download Java version 7 if
not available already on your desktop/laptop. (Rgbege I of the DSC
Handbook for more details)

Copyright © NIC, 2014 o
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3. Configure Java Security Settings
1 Open Javérom control panel
1 Go to Security tab and set the security level to Medium/Low.

4. Install Middleware (Token Drivers)
1 Go tohttps://nicca.nic.inand download the DSC token drivers by going to
Support-> Download the Drer link
1 Install the DSC token driver.
(Refer topage2l of the DSC Handbodhkr detailed steps and instructions)

CONFIGURATION

5. Initialize DSC
1 Go to All Programs and open the DSC token utility
1 Insert your Smart card in the Card Reader or USB Tiaké8B port of your
system.
Run the Token Management Utility
Click e Token and then click InitiadizT oken.
(Referpage B of the DSC Handbodhkr detailed steps and Instructions.)

1
1

6. Enroll your DSC with NICCA

1 Open the Browser and go tdtps://nicca.nic.in

9 Click Member Login and login with Usér/ Password issued by NIC
Certifying Authority

1 Insert your Smart card in the Card Reader or USB Token in USB port of
system.

9 Click Enroll and follow the instructions.
(Referpage58 of the DSC Handbodkr more details)

7. Download your generated digital certificate from NICCA website

1 Open the Browser and go tdtps://nicca.nic.in

9 Click Member Login and login with Usér’ Passwordssued by NIC
Certifying Authority

1 Click on View StatusThis will show the status of your DSC request. If the
certificate has been generated a link will be provided on the DSC reques
number.

9 Click on DSC Request Number

1 Enter Authentication PIN (Ten Riglphabetic code all CAPITAL LETTERS
and click on Download. Your certificate will be downloaded on the smart
card/USB Token

Copyright © NIC, 2014 9
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SIGNING

8. Login to theeFile/SPARROW Application and register your DSC with your account
1 Login intoeFile/SPARROW and ¢p DSC registration module.
1 Register your DSC with yoefrile/SPARROW account.
(Referpagell of the DSC handbodior more details)

9. Digitally Sign youeFile/ePAR using the registered DSC

1 Digitally sign youeFile/e®AR using the registered DSC.
(Refer page 1l of the DSC handbodior more details)

Copyright © NIC, 2014 10
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DSAmplementationin eOffice (eFileand SRARROW)
[

1. Working with the DSC in eFil¢low to use)

The user needs to perform tHeelow mentionedstepsfor using DSC in eFile. Steps 1 to 3 are
mandatoly, whereassteps 4 and 5 are optional.

Step 1- Registration
Step 2- Authentication
Step 3- Signing

Step 4- Validation
Step 5- Verification

‘ ‘ = Registration

Authentication

Signing

Validation

Verification

Diagrammatic Representation of DSC Implementation in eFile

Step 1- Registration

1 The frst step igo get your DSC registered with tk&ileapplication.

1 Main purpose of DSC is for aetttication and signing in eFile.

1 To ensure that valid certificate iggetting registered in eFile, chain validations
and CRL (Certificate Revocatidrst) validations are péormed at the
applicatiortlevel

Copyright © NIC, 2014 1
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Step 2- Authentication

1 We have two levels of authenticatian eFile Thefirst level of authenticatioris
with user name and passworghichhelpsuserto enter into appication.

1 Second level of d@bentication is done using the DS@here the user must be
having DSC registered and activatatien only he/shecan enter into the
application to use it.

1 Only valid certificate caproceed(i.e If user has DSC in active stathich isnot
revoked)

Step 3- Signing
9 Signing process is thmostimportant aspect of DSC which heljpe user to sign
noting electronically.Ilt providesintegrity to the content of noting and signature
of authority.
Step 4- Validation

1 \Validation supports user to provide integrity tioe content of the Notings of any
eFile document. Valid Signatureépresented in thé-igurel:

- e
MOHG | RGOSR | ORI alerectes | L | DD | MOVAITEonE | BT | Bend | raate o

SHF AR

B Ould Geses Mute sl Ywtime Setn

BRI A ALNA A UL MARN
aiAansy)

] ALNA A LS
LiiAAsY)

B CEETA mauaA
LPROr OGN
B Saiiery aigees |

Figurel

1 In case any third peom is editing the content of Noting, by default the end
receiver will get a message that the Signature is not valid @mdent of Noting
has been modified. With this th&alidity of the Noting becomes invalid, as
shown inFigure2.
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B 2dd Green cte

= Add Yelow Note

Signature is not vafid or content has been medified
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»

Step 5- Verification

Figure2

1 User can verify the signature by uploading certificate of sigagml result the

Figure3is displayed:
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1 In case User uploads invalid certificate{Bse),the Figure4 is displayed:
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2. Working with the DSC iSPARROW

The user needs to perform the below mentioned steps for using DSC in SPARROW.
Step 1- Registration

Step 2- Signing
Step 3- Validation

' ‘ e Registration
i '

Signing

4

Validation

Diagrammatic Representation of DSC Implementation in eFile

A brief overviev of each process is described as follows:

Step T Registration

1 The frst step is to get your DSC registered witie SPARROW&pplication as
shown inFigure5:

NTEEE . SRR
L2 mat ) L) lnm

Do Wtk 7o B 1 O b b 220 ke 0. Dy W d 230 5

-

Figure5
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DSC is mainly used 3PARROMér signing.

To ensure that a valid certificate is getting registered in SPARROW, chain
validations and CRL (Certificate Revocation List) validations are performed at the
applicationlevel.

E |

Step 2- Signing

1 Signing process is amportant aspect of DSC wdh helps user to sigthe APR
electronically as shown ifrigure6.

@flice

Figure6

1 An APR formis sigred along with the private key pertaining to the seQ a
certificate, providing integrity to the content of APR and signature of authority.

Step 3- Validation

9 \Validation supports ser to providentegrity to the content iI'SPARROWA alid
Signature isepresented in thd=igure7:

Copyright © NIC, 2014
15
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DS@eactivationin eOffice

There are two methods for DSC deactivation:

By User (Self): User has privilege to deactivate his DSC from the eFile/Sparrow applicatif
through Deactivate Link.

By Admin: Admin (Respective Organization) processes the Request of deactivating the U
DSC

Copyright © NIC, 2014 16
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Pre-Requisites for DSQnstallation
@ L

Following are thepre-requisites forDSCinstallationwhich are required for smootimplementation
and use of DSCs

1. JAVAnstallation
2. JAVA Security Settings
3. Middleware (USB Token Drivénstallation
Before fulfilling the Prerequisite for DSQsstallation it is required that the Digital Signature certificate

is downloaded onto the USB Token. The dethsteps regarding the enrollment of the DSC and
downloading of Certificateare explainedn Annexurel.

1. JAVADownload/Installation:

DSC Installation procedures ftifferent Operating Systems adescribedn Table 1 below.

OPERATING SYSTEM

Windows

Linux UBUNTU & RHEL

MAC

Step 1: Download the lates
JRE versioavailablefrom the
official site www.java.comby
Of A O1 Ay AFree (i BaB:
Download f Ay 1 @

Note: The version of JRE to |
installed should be as per th
browser version and not as p
the version of your operating
system, i.e. for a 3Bit IE and
64-Bit Operating system, thi
JRE version to be download;
should be 3Bit.

Best Practice: Open the
browser, which you would b
using for accessing th
application and download JH
using Step 1, as it
automatically downloads thg

compatible version.

Generally there is no graphice
interface available to install JRE 1
Linux flavors; commaniine tool
like TERMINAL is required
perform the installation.

Step 1: Check your
system version.
$ file /shin/init

Operatin|

Step 2: Check for existing Jay
version.
$ javagversion

Step 3:If Open JDK found, remoy
it using
$ sudo aptgget purge openjdk*

Step 4:Make Installation directry
for JRE Installation
$ sudo mkdip /usr/local/java

Step 1:Download tle latest JRE
version available from thg
official site www.java.com by
Of A O1 A Y I Free i K&v4
Download f Ayl @

Best Practice: Open the
browser, whichyou would be
using for accessing th
application and download JHR
using Step 1, as it automatical
downloads the compatiblé
version.

Step 2: To verify, the installeq
JREversion, open the web
0 NP ¢ aSNJ dzB&I havé
Wl @ frbm the official site
www.java.com and the link
would run the test applet tq
confirm with the JRE
Installation process.

Copyright © NIC, 2014 17
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Step 2: To verify, the insdlled
JREversion open the web
browser dz4 S K o I
KI @S  Won®the official
site www.java.com and the
link would run the test apple
to confirm with the JRI
Installation process.

Step 5: Downloading the Jav
Binary from the Official linl
¢Oracle.cord | & LISNJ {
sygem version.

Step 6:Copy the downloaded jav
OAY Ll NRSa a2 0 K
directory.

Step 7:Change permissions for th
downloaded binaries using

$ sudo chmod a+x jféud5linux
1586.tar.gz

Note: We are taking JRE version
update 45 for 32Bit vasion as an
example, only the file name woul
change for different versions ¢
binaries downloaded.

Step 8 Unpack the compresse
libraries to the  directory
/usr/local/java

$ cd /usr/local/java

$ sudo tar xvzf jr@ud5linux-
i586.tar.gz

Step 9 Editing he system PATI
file  /etc/profile and adding
required system variables to yol
system path.

$ sudo gedit /etc/profile

Type the following systen
variables(may use any other tex
editor other thangedit as per the
availability)
JAVA_HOME-=/ustr/local/java/jréll,
.0_45
PATH=$PATH:$HOME/bin:$JAV/
OME/bin

export JAVA_HOME

export PATH

save the /etc/profile file and exit.

Step 10 Inform the Linux systen
about where your JRE is located.
$ sudo updatealternatives--install
"lusr/bin/java" "java”

Copyright © NIC, 2014 18
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"lusr/local/javal/jrel.7.0_45/bin/ja
va"l

$ sudo updatealternatives--install
"lusr/bin/javaws" "javaws"
"lusr/local/javal/jre1l.7.0_45/bin/ja
vaws" 1

$ sudo updatealternatives--set
java
lusr/local/javaljrel.7.0_45/bin/jav
a

$ sudo updatealternatives--set
javaws
/usr/local/javal/jrel.7.0_45/bin/jav
aws

Step 11 Reload your system wid
path /etc/profile. Type below
commands

$ /etc/profile

Step 12 Verify JRE Versio
installed on System using
$ javagversion

Step 13 To enable Java in yol
Web-browser(Mozilla)

$ cd /usr/lib/mozilla/plugins

If the directory not created, creatj
using

$ sudo mkdir
{usr/lib/mozilla/plugins

To create the symbolic link
$ sudo Ins
usr/local/java/jrel.7.0_45
/lib/i386/libnpjp2.so

Now, we can verify JRE Installati
from browser usingl K S  DoAl
Kl @S \Wondthe official site
www.java.comand the link would
run the test applet to confirm with
the JRE Installation process.

Table 1

Copyright © NIC, 2014 19
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2. JAVA Securit$ettings:

The Java securityting is required to be kept to Medium/Low. Follow thetimgtions to
configure the same:

1. Open the JAVA Control Panel Window.

W x ‘
|| Java Control Panel == 1 =

| General | update | Java| Security | Advanced|

|7] Enable Java content in the browser

Security Level

e [ Very High

High {minimum recommended)

> Medium

Least secure setting - All Java applications will be allowed to run after presenting a
security prompt.

[ Manage Certificates... }

[Look ][ cancel ][ acply

Figure 8

2. Under Security Ta set Security Level to Medium, click Apply & OK.

Copyright © NIC, 2014 20
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3. Middleware (USB TokeDriver) Installation

DSC
Token
Vendor

Moserbaer

Operating
System

Windows 78 | Step 1:Go tohttps://nicca.nic.in

Step 1:Go tohttps://nicca.nic.in

Step 2:Go to Suppory Download Step 2:Go to
Driverslink Supporhy Download Drivers

Step 3:Click orthe required driver link | Step 3:Click onGemalto Token
from the listand download zip filand Driver Download [zip format]
extract. link and download zip filand
extract.

For Windows 7,
Moserbaer Crypto Token Windows Step 4:Install the driver by
Driver Download [zip format] double clicking on .exe file.

For Window 8,
Moserbaer Crypto Token Windows 8
Driver Download [zigformat]

Step 4:The .exe version to be run
depends on the version of Operating
system being used whether 32t or 64
Bit.

MAC OS X Step 1: Install the required driver | Step 1:Go tohttps://nicca.nic.in
G{F FSaAAYPYLRSY (Adl:q
®LJ 3¢ FAL S NB xéried Step 2:Go to

vendor. Suppory Download Driers

Step 2: Need to update the filg Step 3:Click onGemalto Token
GAYTF2DLI A&dG¢€  LINE @ Driver Download [zip format]

vendor. link and download the file and

-- Rename the existing file run it.

$ sudo mv

/usr/libexec/SmartCardServices/driverg Step 4:Importing PKCS#11 libra
fd-ccid.bundle/Contents/Info.plist in Mozilla Firefox browser.

Copyright © NIC, 2014 »
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Linux UBUNTU &
RHEL

lusr/libexec/SmartCardServices/drivers
fd-ccid.bundle/Contents/Info.plist.old

-- Copy the new file provided to the
specified location. Run the command
from the directory where the new
Info.plist file is saved.

$ sudo cp Info.plist
lusr/libexec/SmartCardServices/drivers
fd-ccid.bundle/Contents/Ird.plist

Step 3:Importing the PKCS#11 library t
Mozilla Firefox browser

-- Open Mozilla,

-- Go to Edit>preferences>Advanced
>Encryptior>Security Devices

-- Load the library from File System
Gk dzA Nkt 20Ff kKt Aokt |

Note: 1. Users can workn either of the
browsers SAFARI or FIREFOX.

2. You can find the shortcut for the
installed application under the
G[!''b/1t!5¢ YSydz ;

-- Open Mozilla,

-- Go to Edi>preferences
>Advancee>Encryption
>Security Devices

-- Load the library from File
System

akdzaNkf Aokt A0

Note: 1. Userscan work on either
of the browsers SAFARI or
FIREFOX.

2. You can find the shortcut for
the installed application under
GKS G[!!'b/1t! 51
system.

Step 1:Go tohttps://nicca.nic.in

Step 2:Go to Suppory Download
Drivers

Step 3:Click onVioserbaer Starsign CU’
Token Driver download|.zip formatfink
and download zip file and extract to rur
it.

Step 4:lImporting the PKCS#11 library t
Mozilla Firefox browser

-- Open Mozilla,

-- Go to Edit>preferences>Advanced
>Encryptior>Security Devices

-- Load the library from File System
GkdzANKkE Aokt ADI Si L

Note: In cases where the required
PKCS#11 fils not found, create a
symbolic link using

$In-

Step 1:Go tohttps://nicca.nic.in

Step 2:Go to
Suppor®y Download Drivers

Step 3:Click onGemalto Token
driver download for LinuXink,
provide the download credential
and download the zip file to
extract and run it.

Step 4:Importing the PKCS#11
library to Mozilla Firefox
browser

-- Open Mozilla,

-- Go to Edi>preferences
>Advancee>Encryption
>Security Devices

-- Load the library from File
System

akdzaNkft Aokt Ao

Copyright © NIC, 2014 -
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s/usr/lib/libaetpkss.s0.3.0.2298ustr/lib/
libaetpkss.s0.2.3.1
where libaetpkss.s0.3.0.2299 may be tl
existing PKCS#11 file present.

52Q4a | ytBbeJoHoyved iwhile using DSC

52QayY

1. The token containing certificate should beeperved in safe custody by the owner of the
certificate.

2. If the token is lost, inform the concerned CA and request for revocation of the certificate
immediately.

3. Always ensure to protect your private key with a good password

52yQiay

1. Your private key shdd be protected by a password and should never be sent across any
network.

2. Never delete token objects as once deletdgectswill never be regained

Copyright © NIC, 2014 93
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DSC Troubleshooting

([ g
Basic Troubleshootingfhese contain thelay-to-day common troubleshooting practices followed for
DSCs.

Problem 1

Required DSC not found. Error cod
e: DSCA02

Screenshot

Solution

a. Check whether DSC has been plugged in properly or not. If not, remove it and plug it again in
same USB port or other, if issue remains then go to next steps.

b. Open certmgr.msc from run command then clean the certificates present #retglug out and
plug in the DSC again. After that also, if same problem persists, follow the below mentioned stef
c. Deactivate the DSC from user account. Allow the user to register it again from their account.

Problem 2
DSC is not digitally signing the documents (noting or draft) in eFile.
Solution

Update the Java software with the latest version from www.java.com.

Copyright © NIC, 2014 ”
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Problem 3
After cliking on File Management System, applicat®not prompting for PIN?

Screenshot

Vabode N

Ingd Corthes Vet 0

Solution
Check whether updated version of Java has been installed on the system or not.

a. Go to Tooly Internet option® Click on security Custom Level.
b.CheckwhetBNJ I £ £ a&a! OGA@BS- /| 2y iNRBf&a | yR t
Od / KSO1 6KSUKSNIIFff G{ONRLIIAY3IE KI &

d. Go to Tools Manage AdebnsA Check whether Java has been enabled or not.

(@]]
U»
"W a
<,
Ny

Also, if problem continues try to reset the IE settibgéts default and follow the above mentioned
steps.

Note:
1. LT (GKS dzaSNNRa t/ A& oH oAU YR Ww9 Aa |If
22 LF GKS dzaSNRa t/ Aa cn oAl YR Ww9 Aa cn
33.LF dzASNNA t/ A& cn o AMdbebusgdR Ww9 A& oH 0Al
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Problem 4
Insert Smart card token message is coming even though the DSC has been plugged in.

Screenshot

Solution

a. Open certmgr.msc from run command.
b. Go to Persona) Certificate.
c. Clean the certificates present theredaplug out and plug in the DSC again.

Problem 5
Certificate Registration Failed. Certificate has been already registered by any other user.

Screenshot

Flesse et yoar o Tohan te rend yoas Dugtal Cartituate §aterveetion

Ougital Cortaficate | Sagning

I.'_'T"“ —— . v 1

e te Tened T Temeaed Oy T Cwgwy Date

Mg '

o Comtfuime regrmistion faint
Fraon The (et ate Mot Been regrtored sheady by sy Ofher wier

o
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Solution

a. Deactivate the DSC from other user account.

b. Register DSC again with the a¢tuser account.

Or

a. Remove the digital signing certificate from the user account (by eFile Administrator).
b. Register DSC again with the actual user account.

Problem 6
Open Card Failure.

Screenshot

ST ,
SC SED OZZEd*

mnmuwgw-ﬂmm

[ J— o] Lo |

l P | Gerresus USE Kay Smart Cad Fimacter 0 -

Cwtnts s
l 5C SED Deiwer

l \ e Open cord Failed

gemalto
i
Solution

a. Replace the faulty token witihé new one.
b. Initialize and enroll the DSC token again and download the certificate.

Note: If the form filled is older than 3 months then user has to fill up the new form.
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Problem 7

Certificate inserted is not valid for registration. rf&gure verification failed. Contact issuer or
administrator. Error code: DSCRO7.

Screenshot

e A % "
[eg—— I“’“"‘ &

[0 | The tatfuats iustind & 1ot sl fot mpthgun,

[T Tobn b Cugid Tostdu e Lol urwartnm 0 .
ousbdemedntacland e Igrtrw wevhcmnn twwd Reswr conact P e apereston # the strwemren

Digtal Comloste Signuy

W 510 Dove
» -

SC SED G

e T e e

o
3

Solution
Revoke the certificate and enroll it once again.

Note: If the form filled is older than 3 months then user has to fill up the new form.

Problem 8
Requested DSC not found.
Solution

a. Check whether DSC has been pluggeatoperly or not. Open the DSC driver and check wheth
certificate is present or not.

b. If not, remove the DSC from the system and insert it again.

c. Try login into thé&MS. If the same problem persists, go to step (d).

d. Open certmgr.msc from run command then clean the certificates present there and plug out
plug in the DSC again

e. Login again.
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Problem 9
Authentication Failed. Requested DSC not found.
Sdution

Check whether PIN entered is correct or not. As per user, if PIN entered is correct and still the sé
error comes, follow the below mentioned steps:

For Gemalto:

a. Click on SSED.

b. Go to Settingd Unblock PIN

Od 9y GSNI KS WdeRultt Lb A PSP annnné
d. Enter the new PIN as desired.

e. Confirm the new PIN.

For Moserbaer:

a. Click on Token management.

b. Click on Unblock PIN.

Od 9y iSNIGKS t!'Y Ia aSid Rd2NAy3a GKS GAYS 27
d. Enter and confirm new PIN.

e. Click on OK.

Copyright © NIC, 2014 29



: -
oo @
-
A SHGITAL WORK FLACE SOLUTION

Problem 10

Certificate Authentication Failed. Error cod#SCAO4.

Screenshot

Toanday, May 21, 201

Il C sa vl mie Asdbutiti mie

Solution

Check whether PIN entered is correct or not. As per user, if PIN entered is correct and still the s¢
error comes, ftlow the below mentioned steps:

For Gemalto:

a. Click on SSED.

b. Go to Settingd Unblock PIN

Od 9y iSNI GKS 2fR tLb A®dSd annnné o6& RSTFI dzf
d. Enter the new PIN as desired.

e. Confirm the new PIN.

For MoserBaer:

a. Click on Token management.

b. Clickon Unblock PIN.

Od 9YyUSNIGKS t!Y a aSid RdzNAy3a GKS GAYS 27
d. Enter and confirm new PIN.

e. Click on OK.
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Problem 11

Certificate is not appearing in ToAl$nternet optiong Content Certificatey Personal talof
Internet Explorer.

Solution

Please check if Token drivers are installed on the machine from where the certificate was downl
successfully.

If Yes then uninstall the token drivers from "Control Panatld or Remove Programs” and install the
token diver again then try downloading the certificate once again.

Note: This time the field to provide Authentication Code does not appear.

Download the certificate and once after the successfully download, check in "Tools>Internet
Options>Content>Certifites>Personal” tab of IE browser".

Problem 12
Signing failed due to client certificate initialization error. Error Code: DSCS03.

Screenshot

Solution

a. Please check if Token drivers are installed on the machine prograaliyworking and certificatesi
visible in the driver, if not reinstall thiken driver, if problem persisigo to next step.
b. Deactivatethe DSC certificatand Registeragain.
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Problem 13

Error while sending the file. Signing failed due to client certificate initializatiam.err

Screenshot
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1 The plugged D5C sirwady Ran Dewn revnied
CINe wyviem has bean reslaried afer mataliatun uf D90 dreet
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= —
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Fgrang and sandng please want..
3= e e

Solution

Open certmgr.msc from run command then clean the certificates present there and plug out
plug in the DSC again, if issue remains then go to next steps.
b. Deactivate the DSC certificate from eFile Admin account.

Registetthe DSC certificate again from the user's account using "Signing Certificate" option.
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Problem 14

Gb2 / SNIATAOIGS C2dzyRé SNNEBNJ KAt S NBIAadSN

Screenshot

w"""-,“

Plase insart yoor 2 Toles o read poer Digial (eriiaie [fomaring
Digs! (eefia : Sguing

Cichest

lozifzshnd

Solution

a. Remove the DSC from the USI& p
0® LyaSNIL GKS 5{/ F3FIAYy YR Ot A0l 2y aGwSTNE
c. Go to DSEDSC RegistratidnSigning Certificate
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Problem 15
The certificate is no more valid. The certificate is either expired or revoked. Error Code: DSCAO3

Screenshot

Tuesday, November 11, 2008

Digital Certificate Authentication

Sdution

I & /KSOI GKS aeaidsSy GAYS 2F (GKS dzasSNna t/ o
b. Set the current date and time.
c. Try login again.
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Problem 16
Security Prompts: Running applications by unknown publishers

Screenshot
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Solution

a. Go to Control Pangl Programg, JavaA General tald, Settings and click on delete files there che
all the options provided there click on Ok.

b. Restart the system, if problem stills remains uninstall java from control panel and Install the je
from link provided at nicca.nic.in.

c. Go to Contrbpane” Programsg, Java\ Security

Set the security level to medium.

e. Try login again.

o
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Problem 17

Application Blocked by Security Settings.

Screenshot
Sl
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Solution

a. Go to Control PanglPrograms#, Java# under General taB Settings andlick on delete files there
check all the options provided there click on Ok.

b. Restart the system, if problem stills remains uninstall java from control panel and Install the ja
from link provided at nicca.nic.in.

c. Go to Control pangl Programg, Java, Security
d. Set the security level to medium.

e. Try login again.
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AdvancedTroubleshooting

This sectionncludes advance troubleshooting practices being followed to ensure the issues related to
the DSCs are resolved. This incorporates advanced #shbbting techniques which at time might
require good computer skills & awareness. It is advised to switch to the advanced troubleshooting, if
no solution is achieveunder Basic Troubleshooting techniques

1. Java Runtime Environment (JRE)

Sometimes dudo incompatible JRE (Java Runtime Environment) version, the applets may not
run at the client system. If the client system uses aB&4Edition of IE, then a 64 bit JRE is
required and for 32Bit edition, 32 bit JRE is required.

To check which versionrfo Ww9 A& AYVYWMUPRPHANBRICOHRARBARI FNE&I $&
T2t RSNJ YR FAYR GKS aWwWk@Fé F2t RSN

LT GKS aWwWk gl é\t N2ARS NI €8 X $& &Bit ARE b défauliziiniessahd |
path is changed at installation time.

fitexti 1 &8 \WWRANNYY CAf S& WEREVE G(KSY AlG A& | oH

Otherwise at the command prompt use the following command this will give the JRE type
information as shown in below (Reféig) In case of 64Bit, the information regarding 68it
will be shown irthe message:

— A
B Administrator. C:\Windows\system3Zicmd 2ve e X

Hgure 9
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Note:

() This requires jMin folder to be on the system path.

(if) There should not be two JREs installed in the system which leads to conflicts for the IE
browser.

2. Certificate

Insert the DSC token and open tinternet Explorer (IE) and use the following options from the
top menu bar:

Certificates ]

Tools >> Internet Options >> Contefitab)>> Certificates button.

This will open the dialog box listing the certificate. The certificate issued through the DSC token
must appea in the list. If it does not, please contact the issuer or the administrator.

Note: If theDSC tokemakes some time usermay restart tte Internet Explorer (IE).

g ~
Certificates - T — [é]
Intended purpose: [<AJI> V]
Personal | Other People | Intermediate Certification Authorities I Trusted Root Certificatior| * | *

Issued To Issued By Expiratio...  Friendly Name
B4 Bhojal Gyanendra K... MIC sub-CA for NIC 2... 21-05-2014 Bhojal Gyanendr...
@Gupm Krishna Prasad MNIC sub-CA for NIC 2... 07-08-2014 Gupta Krishna Pr...
[ Rani Meera MIC sub-CA for NIC 2., 12-08-2014  Rani Meera's NL...
=
Certificate intended purposes
<All=
View
Learn more about certificates

Figure 10

3. DSC Installation
3.1Clearing Java Cache
Sometimes due to incopatible JRE (Java Runtime Environment) version, the applets may not

run at the client system. If the client system uses aB@4Edition of IE, then a 64 bit JRE is
required and for 32Bit edition, 32 bit JRE is required.
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The steps to clear the jawache are as under:

Click onStart Menu >> Control Panel >> Javahis will open the followingava Control Panel
dialog box as shown fRigure 11

Click orSettings button as highlighted ifrigure 11

|42 Java Control Panel PSS ===

General | Update | Java | Securow—I Advanced |

Aboult
View version information about Java Control Fanel,

| Akout..,
Network Settings

Network settings are used when making Internet connections. By default, Jave will
uee the network settings In your web browser., Only advanced users should modify
thess amttings.

| metwork Settungs... |
Temporary Internet Files

Flles you use in Java applications are stored in a specal folder for guick execution
later, Only advanced users should delete files or modify these settings,

Miew... ]

- Lok ][ <oncel | Appl
Figure 11

As a resultTemporary ftes Settingsvindow will be opened as shown Figure 12

Temporary Files Settings. - ﬂ

Keep temporary files on my computer

Location

Select the location where temporary files are kept:

Ci\Users\NIC\AppData\LocalLow\sunJava\Deploymentlcache Change...
Disk Space
Select the compression level for JAR files: 'Maone - |

Set the amount of disk space for storing temporary files:

O 327685 MB
[ Delete Files. .. ] [ Restore Defaults ]
[ OK ] [ Cancel ]

Figure 2

Click orDelete Files button. As a result following window appears as shown in
Figure 13and restart your browser to start working:
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Delete Files and Applications @

./-4."\
f ! E Delete the following files?
-

|| Trace and Log Files
[¥] Cached Applications and Applets
" || Installed Applications and Applets

[ OK ] [ Cancel ]

Figure B

3.2 Token Specific Issues
1) Moser Baer Tokens Related Issues
Steps to be followed

1. Install the Safe sigatandard (Token Management) into System.
2. Insert the DSC token into system.

3. Open Token Administration/Management.

4. Click onToken >> Show Tokédnfo.

In Token Information look fdRegistry card typeand CSP check if Value is different from what
shown in belowFigure 14

Uninstall the software that is shown in CSP and Registry card type (If CSP and Registry card type
value is different) as highlighdein Figure 14
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Figure 14

Reinsert the DSC token into System, look for Token Info; it will show correct CSP and Registry
card type value.
DSC token should now work on system.

Token Management / Internet Browser nahowing certifcatein Windows7

1. Open Control PaneAll Control Panel ItemiPrograms and Features.

2. Look for any other Driver/Software that uses the digital signature -certification e.g.
Actividentity/ActivClient.

3. Uninstall the safe sign standard.

4. Uninstall the softwaredentified that can affect the safe sign standard functionality.

5. Check and Delete the registry entry from system, if found manually. Below is the path of the
registry:

ComputekHKEY_LOCAL_MACHBEFTWARA.E.T. Europe B.V.
ComputekHKEY_LOCAL_MACHBEFWAREActivCard
ComputekHKEY_LOCAL_MACHB®E-TWARAEctividentity
ComputekHKEY_CURRENT_USBRTWARE.E.T. Europe B.V.
HKEY_LOCAL_MACHB®E-TWARHIcrosoft CryptographyCalaisSmartCards

6. Restart the Windows; Reinstall the safe sign standard admiwai.
7. Go toToken Management >> Show Registered 1€ NJ dza SNRa OSNI A FA OF

-

S
8. Go tolnternet Browser >> Internet Options >> Content >> Certificate8 NJ dza SN & OS1

DSC token should now work on system.
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i) Gemalto Token related Issues

If useris getting trouble in Token DetectioBigning failed due to client certificate initialization
error.

The steps need to be followed to overcome trouble in Gemalto :
1. Uninstall Java 7
2. Uninstallsystem security
3. Install java 6u29

3.3 Operating Sgtem Issus

Configuring PKCS#11 in Mozilla (Window/MAC/Ubuntu/Linux)

This appendix describes how to configure Mozilla applications so they can communicate with
the PKCS#11 security module

For Windows Systems

This section describes the configurati@yuired in Firefox browser. In order to configure
Firefox to recognize the PKCS#11 security module.

The steps needs to be performed are as under:

1. Make sure your card/token is connected.

2. Open the Mozilla Firefox browser and from the Firefox memosh Preferences.
3. Click oiAdvanced >> Encryptiotab in Mozila Firefox Encryptio@ptions Dialog
window as shown ifrigure 15

[ . NoXa) Advanced L)
el ©°7 @ B e &
Mo Tahs Content Foeds Privary Suecunity vanced
| Gonaral | Netwark I update I-lncrwm-n]
Protocols
# Use 551 3,0 # Use TLS 1.0
Cartificates
When a web site requires a certificate:
I ) Select one automatically ) Ask me every time ]
( View Certificates ) ( Revocation Lists ) ( Verification )
( Security Devices )
@
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4.When a web site requires a

certificate, select a RLE Select one automatically | ) 1ton or

Radio ) Ask me every time

button option FHgure 15).

5. Click Security Devices to display the Device Manager window. This displays the modules

currently availableKigurel6).

6. Click theLoadl—¢

button to the right in the dialog. RefeFigurel6)

7]

¥ Builtin Roots Module
Builtin Object Token
v Gemalto PKCS#11 Module

006 | Device Manager | o
Security Modules and Devices Details Value ==
¥ NSS Internal PKCS #11 Module
Generic Crypto Services Log Out
Software Security Device

Change Password

Unload

Figurel6

As a result, this displays the Load PKCS#11 Device windows as skayunaril/.

(@0 N Load PKCS#11 Device o

¥

Enter the information for the module you want to add.

[[_Modute Name: | Gemalto PKCS#11 for NET Cards Module

Module filename:| [fusr/lib/pkesll/libgtopll Browse...

U

( Cancel ) E—‘OK-— z

Figurel?
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For MACSystems

Enter theModule Name& Module filename Enter the full path and filename for the module.
This can be either:

lusr/lib/pkcs11/libgtoplldotnet.dylib
/Library/Frameworks/GemaltoPKCS11DotNetV2.framework/GemaltoPKCS11DotNetV2.frame

work

Do not use the Browse button to naeig to this file.
For Certain applications, a user must choose .framework file

For Linux/Unix Flavours

1.
2.

Please add manually pkcs#11 lib.
Click onMozilla >> Tool >> Option >> Advanced >> Security device >>load PKCS#11
az2Rdzt S FTAE S y/hibySA 60l8S (LY (8KE dhEk2dgioND i n é

Is )

ClickOK g button. As a resultthe Confirmdialog box appears asking
dYou want to install the security moduke &
t fdZ3Aya 20KSNJ 0KIy 21 @ akKz2dzZ RyQid oS dza SR
plugin is to be made mandatory toad applets by default and any other plugins to load
applets should be uninstalled.

a. Browser has to be restarted when the plugins are uninstalled

b. When the java application is made default to load applets, the browser has to be

restarted.

ClickOKbutton. A brief progress dialog appears indicating that the module is being
loaded.
2 KSY GKAA A dAle@®2 YAWERAUGERI Say G6KF G GKS Y2Rdz S
successfully.

As a result, ThBevice Managemdicates the presence of the new modws showrin
Figurel8.

v

en6 Device Manager [}

Security Modules and Devices Details Value

¥ NSSInternal PRCS #11 Module
Generic Crypto Services Log Out
Software Security Device

¥ Builtin Roots Module Change Password
Bulltin Object Token

¥ Gemalto PKCS#11 for NET cards
Cemalto PC-USBO O

v CGemalto PKCS#11 Module

Log In

Load )
Unload

( Enable FIPS )

Figure 18
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Queries:Digital Signing and Certificate

1. What does a Digital Signature Certificate Mean?

Answer. Digital Signature Certificates (DSC) are the digital equivaletti§ electronic format) of
physical or paper certificates. Examples of physical certificates are drivers' licenses passports or
membership cards. Certificates serve as proof of identity of an individual for a certain purpose.

E.g.: A driver's licensddntifies someone who can legally drive in a particular country. Likewise a
digital certificate can be presented electronically to prove your identity to access information or
services on the Internet or to sign certain documents digitally.

2. Why is gital Signature Certificate (DSC) required?

Answer. Digital signatures are often used to implement electronic signatures to any electronic da
that carries the intent of the signatures.

Like physical documents are signed manually, electronic docunfenesxample eforms are required
to be signed digitally through Digital Signature Certificate. As per MCA21 project of Ministry of
Corporate affairs all the company forms have to be filled electronically.

3. Who issues the Digital Signature Certificate?

Answer:A licensed Certifying Authority (CA) issues the digital signature. Certifying Authority (CA|
means a person who has been granted a license to issue a digital signature certificate under Se¢
of the Indian I7Act  2000.

The list of license@As along with their contact information is available on https://mca.gov.in. You
obtain your DSC from NICCA of NIC httpscla.nic.in

4. What are the different types of Digital Signature Certificates?

Answer: The different types of Digital Signature Certificates are:

Class 0: This certificate shall be issued only for test/demonstration purposes.
Class 1: These certificates do not hold any legal validity as the validation process is based only ¢
validemail ID and involves no direct verification.

Class 2: Here, the identity of a person is verified against a trusted/egpifeed database.

Class 3: This is the highest level where the person needs to present himself or herself in front of
RegistrationAuthority (RA) and prove his/her identity. This certificate will be issued to individuals
well as organizations.
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5. How much time does CAs take to issue a Digital Signature Certificate?

Answer. The time taken by CAs to issue a DSC may vary frem th seven days.

6. What is the validity period of a Digital Signature Certificate?

Answer. The Certifying Authorities are authorized to issue a Digital Signatureiceetivith a validity
of two years.

7. What is the legal status of a DigitalgBiature?

Answer. Digital Signatures are legally admissible in a Court of Law, as provided under the provis
ITAct 2000 and its amendment

8. Who can have digital signature certificate?

Answer. Any person can apply to the certifying authority fesue of a DSC in the prescribed for
While prescribing, the government can differentiate the fee structure for different classe
applicants. The applicant shall also enclose a certification practice statement and in the abs¢
such a statement, @rticulars as prescribed by regulations have to be given.

9. How is the Digital Signature Certificates issued?

Answer. The certifying authority, on receipt of the application, after due consideration of
certification statement and other particulaend enquiry, can grant the DSC. Discretion is vested
the Certifying Authority (CA) to reject any application. Reasons should be recorded in case of rej

10. Are any conditions imposed for issue of the Digital Signature Certificates?

Answer. For issuing the DSC, the Certifying Authority(CA) should take into consideration the follo
points:

a. The applicant holds the private key corresponding to the public key to be listed in the DSC.

b. The applicant holds the private key, which is capablzeating a digital signature.

c. The public key to be listed in the certificate can be used to verify a digital signature affixed by |
key held by the applicant.

11. What are the precautions users must take while using a Digital Signature?

Answe: A user must keep the media carrying the digital signature safely and not to disclose the
password to any other users.
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12. What if somebody gains possession of my Digital Signature Certificate?

Answer. Digital Signatures are password protectedaannot be copied from a digitally signed
document.

13. Why keeping Digital Signature certificate (DSC) on your computer system has drawbacks. E;
them?

Answer. It can be misused by anyone who is having access to your computer system.

DSC is losif computer system is formatted or internet explorer is changed. Accordingly, safe
proper method is to keep DSC oxtaken, a small USB port device, which is password protected.
said etoken is a small hardware device and can be plugged to USBipany system to digitally sig
the documents and when not in use can be kept in safe custody.

14. Where can | use Digital Signature Certificates?

Answer. A user can use Digital Signature Certificates for the following reasons:

a. For sending and reistng digitally signed and encrypted emails.

b.For carrying out secure weimased transactions, or to identify other participants of wedsed
transactions.

c. For signing documents like MSWord, MSExcel and PDFs.

d. Plays a pivotal role in creating a papssd office.

15. What is the difference between a Digital Signature and a Digital Signature Certificate?

Answer. A digital signature is an electronic method of signing an electronic document whereas a
Signature Certificate is a computer basedarecthat:

a. ldentifies the Certifying Authority issuing it.

b. Have the name and other details that can identify the subscriber.

c. Contains the subscriber's public key.

d. Is digitally signed by the Certifying Authority issuing it.

e. Is valid for eitheone year or two years.

16. How does a Digital Certificate function?

Answer. Certificates use the Public Key Infrastructure (PKI technology, which is a sophist
mathematically proven method of encrypting and decrypting information). Information ba
decrypted only when both a private key and a public key match each other. The certificate cc
information about a user's identity (for example, their name, email address, the date the certi
was issued and the name of the Certifying Authpothat issued it.) The certificate also contains f
public key. The private key is stored on the user's computer hard disk or on an external device
a smart card. The user retains control of the private key; it can only be used with the issuadnolass
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17. Can someone else apply for and use a Digital Signature Certificate for me or on my behalf?

Answer. An organization can purchase Digital Certificates for its employees with the object
secure and authenticated web communication.

But noone can utilize your Digital Certificate because (only one) your email address is attachec
Digital Certificate purchased for you and your Digital Certificate with private key is stored unde
control. Please take care and avoid giving diregtsotal access to your important private key.

Queries: Technical

18. Which Certificate is required for eOffice (Signing Vs Signing and Encryption)?

Answer. eOffice uses only Signing Certificate.

19. What is the format of Private Key?

Answer. PrivateKeys are not easily viewed as they exist in an encrypted state within the registry
Operating System. However if specified at the time of key pair generation it is possible to e
Private Key as a data file for backup purposes. Like any crgpiog key private Keys are simply lo
random numbers.

20. How private key can be protected?

Answer. Your private key is protected in two ways:

a. lItis stored on your computer's hard drive so you can control access to it.

b. When you generate your Digit@lertificate's private key at collection time, the software you use
(such as your browser) will probably ask you for a password. This password protects access
private key. For Internet Explorer users, your private key is normally protected by yodows
password.

21. Can Digital Certificate be recovered after being accidentally deleted from PC's hard disk driv

Answer. Once the digital Certificate and key files have been deleted, damaged or overwritten the
no way to reactivate your Digit&@lertificate. You will first need to revoke your Digital Certificate anc
then enroll for a new one.

22. What is authentication?

Answer. Authentication is the process of verifying a claimed identity. ifbiades:

Establishing that a given identity acily exists;

Establishing that a person or organization is the true holder of that identity;

Enabling identity holders to identify themselves for the purposes of carrying out a transaction via
electronic medium.

Copyright © NIC, 2014 48



ceffice

23. What is encryptiof?

Answer. Encryption is the process of using a mathematical formula and an encryption key to sci
information so that is unintelligible to unauthorized persons. Since electronic information is in the
of a series of ones and zeroes.

An encyption process can transform a particular electronic message into another sequence o
and zeros that is uniquely related to the original message.

24. What is decryptiof?

Answer. Decryption is the process of converting the scrésdbinformation back to its original plai
text from using the same mathematical formula and a decryption key related to the encryption k
an authorized person can understand it.

25. What is Private Ke¥

Answer. Private Key meanone of the key of a key pair used to create a Digital Signature. It is kno
only to the proprietor.

26. What is an g¢oken?

Answer. An etoken is a powerful and secure hardware device that enhances the security of de
public and private networksThe size of a normal house keytoken can be used to generate ar
provide secure storage for passwords and Digital certificates, for secure authentication, digital |
and encryption .@okens are based on smart card technology but require no spexaalers.

27. What is Certificate Validation Mechanism?

Answer. A certificate validation mechanism is a mechanism which is used when a docum
transaction is signed using a Digital Certificate and which serves as a means of identifying the
who signed since a certificate vouches for the owner's identity or association with a part
organization. Hence a certificate validation mechanism is important to implement to ensure that
not been revoked or has not expired.

28. What is Certitate Validatior?

Answer. Validation refers to determining the status of a certificate whether valid, expired or revol
All Certificates have a fixed life (say one year), but there are various reasons for which atenity
be invalidated before its due expiry.
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29. Can a digital signature be forged?

Answer. Not likely. It is protected by several layers of highly complex encryption. We like to thin
a handwritten signature is unique to the signer and to {mieces of paper which hold it. What
someone produces a good likeness of your handwritten signature? Or, what if on a long cg
someone changes the text of the pages previous to the signature page? In these instanc
signature is valid, but tndocument has been altered.

With digital signatures, forgery is next to impossiQlenuch more difficult than forging a handwritte
signature. First, a digital signature is more of a process than just affixing a signature. For e)
when the documentd "digitally signed,” the digital software scans the document and creat
calculation which represents the document. This calculation becomes part of the "digital signé
When the recipient authenticates the signature, a similar process is carried’ba sender's and th
receiver's calculations are then compared. If the results are the same, the signature is valid; if tl
different, the signature is not valid.

30. What are the responsibilities and the liability of a digital signature cerafie subscriber?

Answer. The subscriber is responsible for safeguarding access to the private key and also not to
the PIN of the token to any other user.

31. Sometimes DSC Login or Signing steprking, although it wasworking perfectly earlier?

Answer. This happens due to some wiows/Security updates that sometimésad to corrupted JRE.
user needs to reinstall the latest JRE based on your system configurations and recommende:
above document.

32. Whyare Starkey 400 Tokens slow?

Answer. Starkey 400 tokens are relatively slow as compared to Moserbaer tokens. It is due to the
public key of 1024 bit.

33. MyToken got hanged after some time?

Answer. It is a session timeout as ptre normal security standard and Operating Sysstandard.

34. Is SHA supported on Windows XP?

Answer. SHA?2 is not supported on Windows XP till service pack 2.
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35. What is SSL (secure socket layer) and how does it work?

Answer. Secure Socket Layer (SSL) is a technology developed by Netscapepted by all vendors
producing related Web software. It negotiates and employs the essential functions of mutual
authentication, data encryption, and data integrity for secure transactions.

36. What is PKI?

Answer. The PKI is a framework of poligieservices, and encryption software that provides f
assurances, users need before they can confidently transmit sensitive information over the Ir
and other networks. At the heart of a PKI is a "Certifying Authority” which issues to each indav
Digital Certificate linking that particular person to a known public key.

37. What is noArepudiation?

Answer. Nonrepudiation provides proof of the origin or delivery of data in order to protect the sen
against a false denial by the recipient thhé data has been received or to protect the recipient
against false denial by the sender that the data has been sent.

38. What is Cryptographic Service Provider?

Answer. A Cryptographic service provider is responsible for creating keys, destroyimgdhd using
them to perform a variety of cryptographic operations. Each cryptographic service provider provi
different implementation of the crypto API, some provide stronger cryptographic algorithms, whil¢
others contain hardware components, suchsasart cards.

39. What is OCSP validation?

Answer. OCSP refers to certificate validation that occurs through the Online Certificate Status P
mechanism, this type of validation occurs only when the signer certificate is stamped with
(Authority Information Access) extension.

OCSP can be either a replacement or a supplement to checking the validity of a certificate a(
Certificate Revocation List (CRL). Using OCSP, when a user attempts to access a server, OC
request for certifcate status information. The server sends back a response of "current”, "expire

hdzy 1y 26y ®¢

40. Why DSC not asking for PIN for a single time?

Answer. Certificates are installed in the .pfx file format in the browser rather to store in the token
to incorrect selection of the CSP
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41. After driver installation, the certificates are visible in the Token Administration. But Mozilla
Chrome Browsers in UBUNTU are not displaying the certificates when viewed from View Certifi
option?

Answer. This issue is due to a pkcsll libraries file missing on the specified system. To resolve th
“Linkingof higher libaetpkcss.so.3.0 file to libaetpkcss.so0.2.3.1 file is required manually.

42. Certificate is not appearing in To#ddnternet optionsA ContentA Certificate® Personal tab of
Internet Explorer.

Answer. Please check if Token drivers are installed on the machine from where the certificat
downloaded successfully.
If Yes then uninstall the token drivers from "Control Panel>Add or Remoggats” and install the
token driver again then try downloading the certificate once again.

Note: This time the field to provide Authentication Code does not appear.

Download the certificate and once after the successfully download, check in "Tootseln
Options>Content>Certificates>Personal" tab of IE browser".

43. DSC is not digitally signing the documents.

Answer. Update the Java software with the latest version.

44. After clicking on File Management System, application not prompting for PIN.

Answer.
a. Check whether updated version of Java has been installed on the system or not.
b. Go to Toolg Internet option# Click on securi#y Custom Level.
c/ KSO1l 6KSGKSNIIEf a! OGA@S- | 2y GNBE & |y
d. / KSO1l 6KSI&KEWRE { KI a{ O8BYI Syl 6f SR 2N y21id
e.Go to Toolg, Manage AdebnsA Check whether Java has been enabled or not.
f. Also, if problem continues try to reset the IE settings to its default.
g.Follow the above mentioned steps.
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Queries: Miscellaneous

45. Oftentimes ,without prompting for DSC PINreeFile is transferred or moved to other user.

Answer. The stated issue was because of User has used the DSC for Authentication purpose an
time it must asked for the DSC PIN and as DSC PIN got cathed3&DBCUT (Token Administratio
Utility) and as well as in the Windows cache (As Windows are maintain their own cache of key
and user has signed file within few seconds of Login, So DSC PIN was taken from the cache its
than asking foracond time.

This happens if the user uses the DSC within 1 to 2 minutes time and this is defeiouras this is
set in the pin timeout setting of the DSC itself.

46. Whyis that the DSQloes not asKor the PIN even il have signed it for lesshian two minutes?

Answer. This happenwhen theDSGs used for multipléransactionsspanning a time that is normall
one to twominutes. This is thelefaultbehaviour

The DSC PIN gets cached in the &&IT (Token Administration Utility) as well athenWindows
cache (As Windows are maintain their own cache of key store). So, the next time the DSC PIN ig
from the cache itself.
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Annexurel ¢ Procuring DSCs

Procedure for procuring Digital Signature Certificates

NICCA is one of the smvlicensed Certifying Authorities in India which CCA has licensed to issue Digital
Signature Certificates to the end users. The National Informatics Centre issues Digital Signature
/| SNIAFTAOIGSE LINAYFNARfE (2 GKS D2@SNYYSyidk t{!Qa

A. Steps for Getting an individual Digital Signature Certificate

I.  Download DSC Form from NICCA website (https://nicca.nic.in).

ii.  Follow the instructions given in the form to complete the forms.

iii. Go through fee structure and make payment instrument ready as the fee structure
provided at the NICCA website.

iv. ~ Submit completed forms along with payment to NICCA through the NIC project coordinator
(NIC person handling the project for which the DSC is being issued). Forms are scrutinized at
NICCA for any shortcongs. Any such forms are sent back to NIC project coordinator. The rest
are processed by NICCA. On successful processing by the RA, the Username and password are
generated and sent to applicant via email provided by the applicant during the filling up of the

form.
v. Download drivers for the device provided by NICCA from NICCA website.
vi. Install drivers as per the instructions provided.
vii.  Logon to NICCA website, follow instructions and generate the certificate request. The certificate

request is compared with the hysical form provided at the NICCA site for discrepancies.
Request with no discrepancy is processed and certificate is generated. Successful generation of
certificate will be followed by mailing of authentication pin to the applicant at the eidail
provided in the form.

viii.  Download certificate by logging to NICCA website after receiving the authentication pin.

B. Classes of Certificates

Class of | Assurance Level Verification Process Employed
Certifica
te
Classl | Provides minimum level g Simply Checks for the certainty of the details gi
assurance. SubsoriS NI & in the DSC Request Form as authenticated by H
is proved only with help of of Office

Distinguished Name DN and
hence provides limited assuran
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of the identity.
Class2 | Provides higher level of| Checks for the certainty of the details given in {
assurance confirming the detai DSC Request Form as aenticated by Head o
submitted in the DSC Requg ! LILJX A Ol y i Q& hNBFYA&al |
Form, including photograph an forwarded by State Informatics Officer (SIO)/ N
documentary proof in respect ¢ Coordinator to NICRA/NICCA.

at least one of the identificatior
details.

Class3 | Provides highest level (¢ In addition to the veritation process required fo
assurances, as verificatid the class Il certificates, the subscribers of Clas
process is very stringent certificates are required to be personally prese
at NICCA/RA/NIC District Office/NIC Cell v
departmental photo identity card for completio
of verification process

C. Documents to be submitted:

For seeking Digital Signature you have to submit the attested copy of following documents along with
the form | D Proof PAN Card / Pass Port / Voter ID / Driving License / Employeadla paferable
Employee ID Card

D. Certificate Management

In addition to the general information e.g. Validity , Issuer of Certificate etc , a Digital Signature
Certificate contains the following details about the subscriber(Subject).

CN = Subscriber's Name (e.g Prakash Chand)

S = Suligiber's State (e.g. Delhi)

Postal Code = Postal code of the location (e.g. 110003)

OU = Subscriber's Organisation Unit Name (e@ffiee Division)

O = Subscriber's Organisation Name (e.g National Informatics Centre)
C=IN

Also the Emaiid of the subsgber (e.g pcx@nic.in)

These fields constitute Distinguished Name (DN) of the subscriber, which is unique on the Internet.
Whenever there is any change in the above mentioned fields, the DSC must be revoked and if required
subscriber should apply afresar DSC. Changes in the above mentioned fields could be due to any
reason. e.g. Transfer, Change of affiliation, etc. The values of these fields have to be predetermined
and filled up in the form at column 11.

1. Transfer

I.  On transfer, DSC holder shdulevoke the DSC and if required apply afresh. At the most the
subscriber can carry the Crypto media if subscriber's office permits.
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ii.  Nodal officer can also revoke the same by requesting to the NICCA or through online by login to
the control panel give by the NICCA.

2. Suspension

I.  Nodal officer of the department can also revoke the same by requesting to the NICCA or
through online by login to the control panel given by the NICCA.

ii.  After Suspension the employee should not get access of user authentidatiaany software
application of the dept to use the DSC.

3. Retirement

At the time of applying for the DSC, if the date of retirement of the employee has been mentioned in

the application form, the DSC will be valid till the date of retirement.

Nodal oficer can also revoke the same by requesting to the NICCA or through online by login to the
control panel given by the NICCA. Employee should also ensure to revoke his/her DSC before their
retirement to confirm that the DSC is not going to be used by thmalinate/Success.

Department will request for issue of a fresh DSC for the successor of the retired employee if required.

4. Promotion

Employee can carry the same DSC and can use it till the date of renewal. After expiry of 2 years the
same can be rerneed by the department if required.

5. Lost

On lost, DSC holder will have to regisarrFIR at the nearest police station. TFI®R copy will be

attached along with the new application form for issue of the DSC by revoking the previets

avoid its fuure misuseToken cost will be paid along with the application.

6. Death

On the death of the DSC holder the Nodal Officer will request to NICCA to revoke the DSC or can also

revoke the same by accessing the control panel given by the CA (Certifyhmgyiditwith immediate
effect.
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Annexure 2¢ DSC Installation
A. Installation Process oMoser Baer Token Driver
These steps need to be followed to install appropriate Drivers:
The CD contains installation instruction. Go to tBeivers 32 and 68it (Windows).
There are two .exe files
1) SafeSigiClient3.0.45x32.rar and,
i) SafeSignClient3.0.45x64.rar

One is for 32 bit operating System and other for 64 bit operating system. Install appropriate
Safe Sigidentity-client as per your operating/stem.

1. Browser Settings

Active-X controls need to be enabled in your Internet browser. In order to ensure this, please
Perform the following steps:

1 Open a browser window
1 Go toTools >> Internet Options >> Security
f ClickCustom Leveland set security S@St | a WaSRAdzYXConyoR. Sy | o

2. Download and Install Certificate Chain

Prerequisite: WindowsXP SB, Windows Vista SPand above.

To download and install certificate chain follow these steps:

Open the Browser and go https://nicca.nic.in

Bring your mouse t&epositoryand Click Certificate Chain (CCA, NICCA and NICASub
Certs)

1 Click on Download (Left Hand Side Window pane) and Click Download certificate Chain
(.zip format). Save this file on Desktop or your desioedtion.

Unzip this file with WinZip or WinRAR. This will display a number of files.

Right click orchain.p7b (This Includes CCA India 2011, NICCA 2011 and NICASob

NIC 2011)and click install certificate. This will install the certificate chainy@ can

install each certificate separately. CCA India 2011 certificate must be installed under
Trusted Root Certificates only.
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3. Initialise Smart Card / USB Token fiery Initialising the Smart Card / USB Token:

1
1
1

Insert your Smart card in Readarplug in USB Token in the system.

Run Token Management Utility

Click on Token and then click Initialise Token

A new window will appear. In the new window enter the following information.

Enter PUK: 0000 (four times zero) and confirm the same. KeKmBUD000" only
Enter PIN: 1234 or as desired by you and confirm the same

This will initialise your token in 90 seconds approximately.

4. Enrolment Instructions Generating Key Pair

)l

= =4 —a -9

= =
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= =

When you enrol for a digital certificate, cryptographic keys areegated and stored on

your Smart Card/USB Token. For generating the Key Pair on Smart Card/USB Token
select the appropriate CSRSafe Sign StandardCryptographic Service Provider

Open the Browser and go tudtps://nicca.nic.in

Click Member Login and login with Usdr’ Password issued by NIC Certifying Authority
Insert your smart card in the Card Reader or USB Token in USB port of your system.
ClickEnrol OR Step1 for generating your Digital Certificate key paian Electronic

Form will appear which is sedikplanatory. You are required to fill in your details as
mentioned in Digital Signature Certificate Request Form and submitted to NICCA).

Certificate Clasdlt is fixed at the time of Used creation.

Certificate Type Select Signing Certificate or as desired or as suggested / instructed by
Certifying Authority

Do you have a certificate request already generat€tiek No

Fill in the seven mandatory fields und€Zdntents of your Digital Certificate

Cryptogaphic Service ProviderSelectSafe Sign Standard Cryptographic Service
Provider. Do not Scroll down the page with mouse wheel; it changes the selected
option. To avoid this move arrow away from selected option and click left mbutien

once.

Check dlentries once again and Click Generate Request. (A confirmatory message will
be displayed on your computer screen. Read it and Click OK). At this time you will be
prompted to enter Passphrase/PIN of the smart card/USB Token.)

Enter Passphrase / PIN of thmart card/USB Token.

Your Digital Certificate key pair will be generated on smart card. A request Number will
also be generated and displayed on your computer screen. Please note it down for
further follow up.
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No need to go to Stef.

1 Go to Step3 ORStep4 to view the status of your DSC Request or simply diekv
Statuson the top of the page.

1 Once RA administrator and CA Administrators process the certificate request, your
Digital certificate will be generated and authentication PIN will be sentou on your
email address.

5. Downloading Digital Certificate on Smart Card/USB Token

1 Open the Browser and go to https://nicca.nic.in

1 Click Member Login and login with Usdér/ Password issued by NIC Certifying Authority

1 Click onVview Status This will show the status of your DSC request. If the certificate has
been generated a link will be provided on the DSC request number.

1 Click orDSC Request Number

1 Enter Authentication PIKT'en Digit Alphabetic codeall CAPITAL LETTERS& click on
Downlaad. Your certificate will be downldad on the smart card/USB Token

Note: Until your certificate is generated and downloaded successfully, you will not be abl
access these keys for use or for backup purposes. It is therefore extremely importantte ¢
the following until your certificate is downloaded successfully:

For Smart Card / USB Token Users:
a. Do not format your machine

b. Do not reinstall or upgrade your internet browser
c. Do not reinitialize the card/token

If the above conditionsra not met, your keys will be lost permanently and you will not be able to
download your certificate. In such cases, the only option is to apply for a fresh certificate.

Your digital certificate is related to the cryptographic keys stored on your maahirgngart Card

/ USB Token, as applicable). Hence, it's necessary for you to download the certificate onto the
same machine (or Smart Card / USB Token, as applicable) from wierenyolled for the
certificate.

B. Installation Process of Gemalto Token Driver
Procedure to Install Gemalto Token and Certificate Generation

1. Installation of Gemalto Token Driver
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Installation of the driver has to be done for the first time and only once.

Download the driver from http://nicca.nic.in/html/datakey.html for Gemaker oken,
from option no. 15.

Unzip the downloaded file and install the driver by double clicking on Install file.

In InstallShield Wizard you can see the items to be installed in your machine. Click on
Install button to continue.

Click on Next button wheprompted.

Click on Install button.

On completion of the installation, click on the Finish button.

An icon by the name S8ED appears on your Desktop. This will install Gemalto Token
Drivers on your machine.

Initializing Gemalto Token

Insert your tokerin the USB port.

Double click on S6ED icon. S8ED Driver Utility window will open up as shown below.
Under select Card dregown, select Gemplus USB Key Smart Card Reader 0.

As soon as you insert the Token, a pgpwindow will appear with message "Oam
information not found in your token, do you want to update information now". Click
"Yes". Now it will ask to enter Token Password. The default Token Password is "0000"
[Four times Zero]. Enter the Password and press OK. Now enter the Label Information
e.g. your details (Name, Department, Organisation). Enter these details and click OK. In
approximately 30 Seconds the Token will get initialised.

NOTE: The default PIN for Gemaltdaken is "0000" [ Four times zero] Once token is
initialised, the followng screen appears which will show detailed Token information.
Now the Token is ready for generating Certificate on it.

3. Prerequisites

Operating Systems

WindowsXP with Service Paék
Windows Vista with Service Pazlor
Windows 7 latest

Browser Settirgs
Active X controls need to be enabled in your Internet browser. In order to ensure this,
please do the following:

1
1

Open a browser window
Go to Tools >> Internet Options >> Security
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Java Runtime Environment
1 JRE 6 update 29 (available at NICCA website) OR JRE6 update 31

4. Download and Install Certificate Chain
To download and install certificate chain follow these steps.

Open the Browser and go to https://niccec.in.

Bring your mouse to Download Certificate chain and Click Certificate Chain (CCA,
NICCA and NIC SOA Certs).

1 Click on Download (Left Hand Side Window pane) and Click Download Certificate
Chain (.zip format). Save this file on Desktop or your dddacation.

Unzip this file with Winzip or WinRAR. This will display a number of files.

Right click on chain.p7b (This Includes CCA India 2011, NICCA 2011 and@®iC Sub
for NIC 2011) and click install certificate. This will install the certificate cDaipou

can install each certificate separately. Ensure that "CCA India 2011" certificate is
installed under Trusted Root Certificates only.

1
1

= —a

5. Enrolment- Generating Signing Certificate Request

1 When you enrol for a digital certificate, cryptographic keyes generated and stored

on your USB Token. For generating the Key Pair on USB Token select the appropriate
CSR [Microsoft Base Smart Card Crypto Provider].

Open the Browser and go to https://nicca.nic.in.

Click Member Login and login with Usér/ Passwrd issued by NIC Certifying

Authority

Insert your smart card in the Card Reader or USB Token in USB port of your system.
Click Enroll OR Stepfor generating your Digital Certificate key pairs. [An Electronic
Form will appear, which is sadkplanatory.You are required to fill in your details as
mentioned in Digital Signature Certificate Request Form and submitted to NICCA].
Certificate Clasdlt is fixed at the time of Used creation.

Certificate Type Select Signing Certificate or as desired or ggassted / instructed

by Certifying Authority.

Do you have a certificate request already generated? Click No

Fill in the mandatory fields under "Contents of your Digital Certificate"

Cryptographic Service Provider: Select Microsoft Base Smart Card CrgpigdeP

Do not Scroll down the page with mouse wheel; it changes the selected option. To
avoid this move arrow away from selected option and click left mdugeon once.

Copyright © NIC, 2014 61

= = = —a = =

= —a —9



ceffice

= =

= —a -1

= =

= —a

= =4 -9

Check all entries once again and Click Generate Request. A confirmatory message
will be displayed on your computer screen. Read it and Click OK. At this time you will
be prompted to enter Passphrase/PIN of the Taken

Enter Passphrase / PIN of the smart card/USB Token. [Default PIN for Gemalto Token
Is "0000" (four times zero), if yduaven't changed the same].

Your Digital Certificate key pair will be generated on the Token. A request Number

will also be generated and displayed on your computer screen. Please note it down
for further follow up.

No need to go to Stef.

Go to StegB ORStep4 to view the status of your DSC Request or simply click View
Status on the top of the page.

Once RA administrator and CA Administrators process the certificate request, your
Digital certificate will be generated and authentication PIN will be segibtoon

your email address.

GeneratingEncryption certificate request

Certificate Type: Select Encryption Certificate from the drop down menu. [A
message pojup will appear with message "You must have a Signing Certificate
issued from NICCA] Click OK

Doyou have a certificate request already generated? Click No

Fill in the mandatory fields under "Contents of your Digital Certificate”
Cryptographic Service Provider: There is no option to select Cryptographic Service
provider. Just reeheck all entries an@lick Generate Request.

Downloading Signing Certificate on Smart Card/USB Token

Open the Browser and go to https://nicca.nic.in

Click Member Login and login with Usér’ Password issued by NIC Certifying
Authority

Click on View StatusThis will shovihe status of your DSC request. If the certificate
has been generated a link will be provided on the DSC request number.

Click on DSC Request Number

Enter Authentication PIN (Ten Digit Alphabetic codk CAPITAL LETTERS) and click
on Download. Your céficate will be downloaded on the smart card/USB Token.

Downloading Encryption Certificate

Plugin Token containing your signing certificate.

Open the Browser and go to https://nicca.nic.in

Click Member Login and login with Usér/ Password issued byIC Certifying
Authority
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Click on View StatusThis will show the status of your DSC request. If the certificate
has been generated a link will be provided on the DSC request number.

Click on DSC Request Number

Enter Authentication PIN (Ten Digit Afibetic code all CAPITAL LETTERS) and click
on Download.

You will be prompted to select your signing certificate. Select the Signing certificate
and Click OK.

Encryption Certificate is downloaded as file with extension .p12

Importing Encryption Certifiate to Smart Card / USB Token:

Encryption Certificate is downloaded as file with extension .p12. This file must be
uploaded to the Smart Card / USB Token. Take a backup of this file and store it securely
for future needs.

E

)l

Run Token Management Utility(SSED Driver Utility)

Under Select Card dregiown, select Gemplus USB Key Smart Card Reader 0
Click on Settings and select Import certificate.

Select the Encryption Certificate file (.p12)

Enter Digital ID Password. Digital ID password is your Encryptitircaér request
number

Enter PIN of Smart Card / USB Token and click OK.

This will import encryption certificate on the Smart Card / USB token in 25 seconds
approximately.
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Annexure 3¢ DSC Validation

Process to Validate a Signature on a Digitaligred DocumentYalidating Digital Signatures in
Adobe)

Every digital certificate is issued by a Root CA (Certification Authority). Some of the Root CA's are
included by default in Windows Certificate Store (Trusted Root Certification Authorities) and faw

are included in Adobe Certificate Store. Microsoft and Adobe use different Certificate Stores different
certificate validation procedures.

If the signing certificate (or the Root CA that issued the signing certificate) is not included in Adobe
Store, the digital signature is considered "not trusted” when a User opens a document with Adobe
Reader, it will show Validity Unknown like shown in the figure.

Linux plat . A §
Location: Delhi 43

This behavior has nothing to do with the signing engine but with the Adobe Certificationtizelida
procedure.

To trust a signature the user must add the signing certificate on the Adobe certificate store because
only a few Root CA's are considered trusted by default by Adobe certificate validation engine.

How to Validate the Signature:
It will bedone in following steps.

1. Install Root Certification (Or@EMe)
This is a onime activity that the user must perform on his/her computer, to install the Root
Certificate on the computer that he/she will use to Validate Signed pdf files.

2. Enable Window Trust for Verification (Orgme)
This is a ondime activity that the user must perform on his/her computer, to integrate Adobe
Reader with Windows Certificate Store.

3. Validate
CKS GASHGSNI gAftt OSNATFe |ff GKS 5A3IAGHEEE {A3IYySR
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1. Windows Integration
To validate the signature follow the steps
1. Open the Adobe File

2. Go to Edit tab>Preferences as shown in the figure

[E00 View Window Help

Undo Ctrl+Z

Redo Shift+ Ctrl+Z

Cut Ctrl+X
L& Copy Ctrl+C
] Paste Ctrl+W

Delete

Select All Ctrl+A

Deselect All Shift+Ctrl+ A

Copy File to Clipboard

Check Spelling 4
Look Up Selected Word...

4 Find Ctrl+F
Advanced Search Shift+ Ctrl+F
Protection 4
Analysis L4
Accessibility L4
Preferences... Ctrl+K

3. Go toPreferences>Security>Advanced Preferences

]

N
..... PP —
fo—
-

ey i
e e

- ey

e
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4. Go toWindow Integration> Check all the three checlokes

) oK . .
5. Click the button to exit from the current window box.

Dighe 5 ad T
Docw 1
;“:,_: : Unrhiantion | Comatian [ Wrtias Triangesth o

£ Frandie bear by o 0 s Com i ate e i (ol iiatns efvmd |t yomars

Toust AL rOaT CATICIes (n The WNSoWs Camlcats o Tor 1he folieng Opertass ‘

''''' ¥ Vahtiating Curfiad Doosrmrm

Ireoml| L. W ethar of thore opham sre seiocted comprt hom commpan s thet Sesr catiester
Tt el mialed in Wisdows may b rasted! 0 Deshed comient. Care Mould be taber 1 smating
it faatire

3
s
]
i

s3}
e

Hep | ox | Covce

™ T Cowm

:
|
—

—
== 22— — = i
Digal Segratuves
V' Vol Ughaneive whem Bhe do<anent < Lpeied | Advascad Pratmerim. |
View Ocumares In Srestem decumTEst mode stan Ngnng

Appariarna

Secuemy Settngs
Load securty 1ettevgs oo « server

R
w |

Tatttngs et be vignet by

LreConbe Faghvts Marasgemers,
Cieas rermembsred stoousd wimetn

7. Go toSignature>Click on Signaturto validate
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8. Signature Valid along with Signature Validation Status box displays.

9. Clickthe Close button to close the box.

BT T Chimy

-
-
b R e
\ Sty b LD, e by Sei i By menle iR S
( -rier - The Becaari hax ne¢ hats i s thie Oty S
' The sgrnar s Sumcty it vend
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2. Add the certificate manually to the Adobe Trusted Identities
1. Open the signed document.

2. Click on the signature rectardlbr go to the Signatures tab)

-~ 2, S TV T F = b £
T~ R e h % Jerdl |
* | Signature Vakdston Stzhus

| [£-] Sgnaturevality ks LNINOANL
H 4}, - TheDocument has nct been modified since this signature was anphed.,
- The signer’s idenbity is unknown because it has not Been inchided inyourfist of
trusted Wentihes and nane of s parent cericates are trushed idantibes.

f."' Tor e |
wei*ty I r-';‘r | LagalMotice.. | | SignaturePropests.. Chose \

PNIT Seey o TR - —————TRTE

3. Click orthe Signature Properties button

-'}"_'____ﬂ_‘j_‘_‘_xv! "hres

Validate Signature

View Signed Version i —B’ﬁ

Show Signature Properties...

Cithe Y T

4. Go to theSignertab (or Cate/time tab for time stamping)

Sioneture Proparties e ———— ———— o ]

|-4','l Signature validity s UNKNOWRN.
A

| Summary | Bocument _p-un.m- | Legol |

Ll Thes

v I ui b It has not bean included In your list of trusted
i

idmnt ® of ite parent certificates are trusted identiting.
signed by: | yar s [ Show Canificate...
WP Click Show Ceartificate far more Information about the signer's certificate and ite validity
details, or to change the Lrust settings for the cerificate or an issuer certificate,
Validity Details i
|| B The signer's certificate has not been lssued by a certificate authority that you have
trusted.
(F=1 wth from the signer's certificate to an lssuar's cartificate was successfully built,

#4 Mevocation checking was not performaed.

Signer's Contact Information:  [Not avaeilable

|! | Validate Signature | [ Close |
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5. Click on theshow Certificatebutton.

Sioneture Properties e e e

(Gl signature valiity is UNKNOWN.
sl

| Summary | Document Date/Time | Legal |

Ea ) The signer's identity is unknown because it has not bean included In your list of trustecd

idantitise and nane of ite parent certificates are trusted (dantitine.

Signed by:  [Suchitia Pyar uehitradmnic.n-

W Click Show Cartificate for more Information about the signer's cartificate and ite validity
detaits, or to change the trust settings for the certificate o an issuer certificate,

Validity Details

B0 The signer's certificate has not been lssued by a certificate authority that you have
trusted,

& The path from the signer's certificate to an lssuar's cartificate was successfully built,

#4 Hevocation checking was not performed,

Signer's Contact Information:  [Not aveilable

I”V-lvdnc lunnuu'l ! Close

6. Select the Root certifita (or the signing certificate)

Cortificate Viewer | —

This dislog allows you to view the detalls of a certificate and Ity entire suance chain, The datalls
correspond to the selected entry, Multiple issuandce chalns are being displayed because none of the
chalos were issued by & trust anchor.

Show sl certification paths found

die 2007 Summery | Details | Revaration | Trust | Policies | Legal Natice
Cenifying Autherity <suppo

lal Suchitra Pyarelal <suchitra@nic in>
NI
Tesued by NIC Certifying Authority <support@@camallnic.ins
National Informatice Centre
Validd fromi 2011/01/17 11122129 +05'30°
Valid tar 2013/01/16 11,2229 ~05%'30"

Intended ueage  |Sign transaction, Sign docurment, Client
Authentication, Emall Protection

Enprot,,.

- | " | ’
Y I'he selected certificate path is valid,
The path validation checks were done as of the signing time:

2012/05/30 14:22:48 +05'30"
Validation Madel Shell

QK
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7.Go to theTrug tab:

Certificate Viewar . o ——  — [

Thix dislog allows you to view the detalls of a certificate and its entire xsuance chaln. The detallx
correspond to the entry. Itiple Ix chains are being displayed because none of the
chalny were sued by a trust anchor. l

| Shaw ull cartitication paths fuund

dia 2007 Summary I Details I Revocation I‘Polici 1Y | Legal Noticn‘

- Certifying Authority <suppa
Suchitre Pyarelal <suchitradr This certificate is not trusted
Trust Settings
n » Sign documents ol data
I -~ Certify documents I
b 4 FExecute dynamic content that ic embedded in a
|| certified document
» Execute high privilege Javalcripts that are smbedded in
n certified document
= Parfarm privileged systerm operations (netwarking,
l printing, file sccens, wte.) N
' Add to Trusted ldantities... .
I ‘ | 1 | 3
ey The selected cartificate path s valid,

Ihe path validation checks were done as of the xigning time:
2012/05/30 14:22:48 +05'30"
Validation Mocdel: Shell

oK

8. Click on theAdd to Trusted Identities

Cartifi Vi -.#—————— — e —————— “

This dialog allows you to view the detalls of a cortificate and its antire lsuance chain. The detalls
correspond to the sclected ontry, Multiple ssuance chains are being displayed because none of the

chalos were lssued by & trust anchor.
Show sl cartification paths found |
cin 2007 | Summary I Details I Nevocation | Trust | Policies i Legal Noucu!
. Certifying Authority =suppo
Suchitra Pyarelal <suchitrai®y Thic certificate is not trusted.

Trust Settings

Sign documents or data

Certify o

uments I

Exocute dynamic cantent that (e embedded in a
certified document

edded in

Swecute high privilege lavaScrnpts that are e
a cartified documaent

B GNE ¥ Lo

Perform privileged system operations (networking,
l printing, tile access, ste.) N

| | Add to Trusted ldentities.. | .

« | i i v
A The selected cortificate path s valicl,
The path valictation checks were done ac of the signing tine

2012/05/30 14:22:48 +05'30"
Valiclatian Maclal Shell
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9. Click on button to exit from the window box

Cortificate Viewsr

Thix dialog allows you to view the detalls of a certificate and its entire issuance chain, The detalix
correspond to the d entry. Multiple i chainy are being displayed because none of the

cia 2007
D Certifying Authority <suppo
Suchitra Pyarelal <suchitradds

chalos were swued by a trust anchor.

| Shaw all cartitication paths found

‘ Summary l Details I K'va:-tmnl Trust ‘ Palicies | Legal Notice |

This certificate ix not trusted.

Trust Settings

-
Acrobat Security

. .-\ the change,

Q If you change the trust settings, you will need to revalidate any signatures to see

Trusting certificates divectly from a document is usually unwise, Are you sure
you want 1o do this?

. : —

(e

« | i | "

Validation Model: Shell

TR e T RA TARARRR T

ey The selected certificate path is valid,

The path validation checks were done as of the signing time:
2012/05/30 14:22:48 +05'30°

OK

=

10.Checkall the checkboxes
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